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Product Overview

The D-Link Central WifiManager is a versatile, convenient software solution for administrators to manage wireless devices throughout the network from a central point.

System Requirements

For the best results, the following minimum requirements are recommended on the computer used to run the Central WifiManager Server application:
* Hardware:
o CPU: Intel Core i5 3.2GHz.
o RAM: 4Gb DDR3.
o HDD Space: 2 Terrabytes.
o Display Card: Windows Graphics Card.
o Installed Gigabit Network Adapter.
* Operating System:
> Microsoft® Windows 7 (Ultimate/Enterprise) (x86/x64).
> Microsoft® Windows Server 2008 (R2 with SP2) (x64).
> Microsoft® Windows Server 2012 (R2) (x64).
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Software Installation

In the following section, we’ll discuss the software that needs to be installed and used to successfully run the Central WifiManager application.

The following software applications must be installed in order:

+ The Central WifiManager Server application. This is the main application that will be responsible for day-to-day wireless network management and maintenance. For
more information, refer to “Central WifiManager Server Installation” on page 5 and “Central WifiManager Configuration” on page 18.

* The Access Point Module software for all access points that will be used in the Central WifiMlanager Server application. Every access point has its own access point
module software that can be installed on the computer that hosts the Central WifiManager Server application. These modules allow seamless communication between
the server and the access points using the Simple Network Management Protocol (SNMP). For more information, refer to “Access Point Module Installation” on page
9.

» The Access Point Installation Tool. This utility can be used to find new access points on the network, change the IP address of each access point, and upload the
network data file for each access point. For more information, refer to “Access Point Installation Tool” on page 13.

Included at the end of this document, we have the following appendices with additional information that can be helpful to the reader:
+ “Appendix A - Front Desk Staff & User Access” on page 98.
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Central WifiManager Server Installation

In this section, we'll discuss the installation procedure for the D-Link Central " Central WifiManager - InstallShield Wizard ==
WifiManager software. After running the installation file, a language select window will s 1
oosze Setup Language \

be displayed for choice. Select the language for the installation from the choices below.

Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation. Chinese [Gimplfied)

Chinese [Traditional

French [Standard)
Geman

Italian

Korean

Russian

Spanizh

InztallShield

< Back I Mext > I [ Cancel

In this window, a welcome window will be displayed.

Click the Next > button to continue to the next step. i m::&":;;gl‘he st alShanld w/izard for Contial
Click the Cancel button to stop and exit the installation.

The Install5hield® wizard will install Central *ifitd anager
on vour computer. To continue, click Nest.

<.Bac.k i_ Mewt > }[ Cancel
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Central WifiManager Server Installation

In this window, the destination location is displayed, where the software will be
installed. If this application needs to be installed at a different location or on a different

Choose Destination Location

drive, click the Browse button and navigate to the new destination location. z L
elect folder whene setup will install files.

CIICk the < Back button to retu.rn to the previous Step' Setup will install Central wWifibdanager in the following folder.

Click the Next > button to continue to the next step. : ; : : : :
Toitztall to this folder, click Next. Toinstall to a different falder, click Browse and select

Click the Cancel button to stop and exit the installation. another folder,

Destination Folder

C:A\Program Files (485 AD-Link\Central Wi anager

Irztall5hisld

< Back ]r Mext > ][ Cancel ]

In this window, we can view or modify the Manager, Listen and Service Port
numbers.

Central Wifi Manager Port Setting
Click the < Back button to return to the previous step.
Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

tanager Port

Listen Port

Service Port

|rstallShield

< Back I MHext » | Cancel
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Central WifiManager Server Installation

In this window, we need to enter the IP address or Domain Name for the Central
WifiManager in the Central WifiManager Server space provided. This is normally the
IP address of the PC being used for the installation.

' Central WifiManager - InstallS

Central Wifidanager Server IP/Domain Hame

Click the < Back button to return to the previous step.
Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

Central ‘Wifitd anager Server IP/Domain Mame

Central ‘wifitd anager Server IP/Domain Mame

ImztallShield

< Back " Mext >

In this window, we must enter the PostgreSQL password that will be associated with
this application in the spaces provided. Enter the same password in the Password
and Retype password spaces provided. Password

Click the < Back button to return to the previous step.
Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

Flease provide a pazsword for service account (postares]

Password

Retype pazsword

InztalShield

< Back |[ Tt » I’ Cancel
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Software Installation

Central WifiManager Server Installation

The Central WifiManager software installation is running.

Click the Cancel button to stop and exit the installation.

The Apache HTTPS Server application might be blocked by the computer’s firewall. If
Windows’ default firewall is used, a security alert message will be displayed. Click the
Allow Access button to allow this application to communicate with the network.

In this window, the user is reminded that apart from the Central WifiManager
installation, each access point that will be used in this application requires a separate
module to be installed. This will be discussed in the next section.

Click the Finish button to complete and exit the installation wizard.

Setup Status

Central Wifitdanager is configuring pour new software inztallation.

Inztalling

C:4.AD-LinkACentral \Wifitd anageriapache2 4\binklibp g dil

|nztallShield

InstallShield Wizard Complete

Flease inztall the module which wou want to manage before
unning Central 'wiki b anager Server,

< Back Cancel
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Access Point Module Installation

For each access point that will be used in the D-Link Central WifiManager, we need
to install an additional manager module. In this section we’ll discuss the installation
of the DAP-2330AP access point’s manager module that will be used in the D-Link

Central WiﬁManager- Welcome to the InstallShield Wizard for
— DAP-2330 AP Manager Module

NOTE: If the Central WifiManager Se_rver is already running, it mgst be stopped and T ———
closed before that Access Point manager module can be installed. | Manager Module an vour computer. To continue, click
MHext.
After running the access point's manager module, a welcome message will be
displayed to inform the user that the manager module will now be installed on the
computer.

Click the Next > button to continue to the next step.
Click the Cancel button to stop and exit the installation.

L < Back E MNext » ][ Cancel

After clicking next in the previous step the access point’s manager module will be
installed.
Setup Status

Click the Cancel button to stop and exit the installation.

DAP-2330 AP Manager Module is configuring your new software inzstallation.

Installing

A AD-LinkACentral wWilibd anagersPlugl nssDAP2330apH elp.dll

(T

InstallS hield

Cancel
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Software Installation

Access Point Module Installation

After the access point’'s manager module was installed successfully, this window will
appear.

Click the Finish button to complete and exit the installation wizard.

Install5 hield Wizard Complete

The InztallShield Wizard has successfully inztalled DAP-2330
AP Manager Module. Click Finish to exit the wizard.

=
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Central WifiManager Server Application

In this section, we'll discuss the Central WifiManager Server application.
After the installation was completed the following applications will be available.

Server Help
: |
|, D-Link I
. Central WifiManager ~ Setting
.‘ Central WifiMan ager Server [~ Automatically open configuration window when Windows start up
.' Central WifiManager

[~ Automatically start server when configuration window is open

Click the Central WifiManager Server option to open the server application.

After running the Central WifiManager Server application, the window (on the right) essa0e
will appear. This is the management console window for the server application. b o

2014-7-01 10:06:47 SnmpT rap receiver initialize successfully!

In the Menu bar, there are two option available, Server and Help. Under the Server
menu we can Start, Stop or Exit the application. Alternatively, right under the Server
menu option, there are also start and stop icons that do exactly the same thing.
Under the Help menu option, there is an About option that will, after being clicked,
display the name, version and copyright details of this application.

CommLog l FtpLogI APLivelLog | DataRefreshlog | AutoConfiglog

| Central WifiManager Server is offline
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Central WifiManager Server Application

In the Settings section, we can select to Automatically open configuration
window when Windows start up and Automatically start server when

configuration window is open. Select these options if needed. Server Help
b m

After this, there server can be started by click either the start icon or being selecting
Start in the Server menu option.

 Setting:

v Automatically open configuration window when \Windows start up

NOTE: When clicking the close icon, on the far upper right corner, this application || it st Gt et by e
will close and exit. The server will not be running in the background. Click the
minimize icon to close this window and allow the server application to run in
the background.

—Message

2014-7-01 10:06:47 Syzlog Server Start success,
2014-7-01 10:06:47 FTP Server online
2014-7-01 10:06:47 SrmpTrap receiver initialize successiully!

When the server is up and running, the left circle icon, at the far bottom right corner,
will display green. When the server is not running the right circle icon, at the far
bottom right corner, will display red.

To view log entries about the System, FTP Connectivity, Live Access Points, Data
Transmissions and Automatic Configurations, tabs at the bottom of the Message
section can be selected.

CommlLog | FtpLog! AF'LiveLogl DataRefreshlLog | AutoConfiglog

Central WifiManager Server is online
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Access Point Installation Tool

The Access Point Installation Tool is an additional utility that compliments the D-Link Central WifiManager. This utility can be used to scan for new D-Link access points in the
network, regardless of what IP range they are configured in, and then pre-configure them to be used in the Central WifiManager. To add new Access Points into the CWM,
we need to run Access Point Installation Utility for CWM first. This is required to provide initial synchronization (IP address of the CWM server and authentication information)
of APs with the CWM. Once the APs are synchronized with CWM, we can use the CWM: ‘Uploading Configuration’ option, to push new configuration or any amended

configuration remotely to the APs.

The AP installation tool can download from Configuration>Site

Click the ' ¥ | to download the Access Point Installation Tool

After opening the Access Point Installation Tool, the following window will be
available.

Click the Discovery button, to scan for D-Link access points that are connected to
the network with an Ethernet cable.

(9 2015-05-04 18:10 & Sign Out/admin

(027114 () — =
D| WifiManager Q =

System Monitor
Site Configuration=Site
D-Link_HQ
¥ o]
Undefined AP
Site list
Site name Admin member Creator Creation date Maodify Delete
D-Link_HGQ frontdesk/admin admin 2015-04-28 15:16:15 E' E
Bl 27 installation utility for WM~ % =B =
Language  |English > Retry |1 Time Out |3 Discovery | SetlP Set Groupinfo |

[~ SelectAll the Devices
IP Address | Model Name | HW Version | MAC Address | NetMask | shmp | FW Version | Action | Status [

Network Adapter: |inteliR} Centrino(R) Advanced-N 6205 j P Address: 192.168.0.199
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Access Point Installation Tool

After clicking the Discovery button, this utility will scan the network for D-Link access [l rlsanctiv e~ 7 000 W WY s

points that are connected to the network with an Ethernet cable. This utility will find \ | ooy [T T e e
D-Link access points regardless of what IP address they’re configured in. | T seectanne oevees
IP Address | Model Name | HW Version | MAC Address Nethask | snme | FW Version | Action | Status |
I Discover
I
PN Discover.
[ =
Elapsed Time 00:00:02
Network Adapter: [intel(R) Centrino(R) Advanced-N 6205 j IPAddress:  192.188.110.101
|AP numberis &
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Access Point Installation Tool

To change the IP address of an access point discovered, select the check box next to it and click the Set IP button.

After clicking the Set IP button, the following parameters can be configured:

Parameter Description [ 8 2@ mstalintion utiy for WA —— —— =Te] ==
IP Mode Select the IP mode fo_r the access point here. Optlons_ to " ey [— N e —
choose from are Static IP Address, to manually configure | P selectatneDevices setip L= ] :
. N IP Address | Model Name HW Version Wersion Action | Status
the IP settings, and Dynamic IP Address, to allow a DHCP ] 182 165110201 DAP.2330 8 ~Pseting ‘ ]
. . . [¥] 192.166.110.202 DAP-2660 A P Mode Static IP Address ¥
server to automatically assign the IP settings to the access | [lis2isemoza oarzsi 8
. [ 192.166.110.204 DAP-2360 B P Address. 182 168 10 201
point. Homme e 2
N 3 -, Lib Mas| 255 255 255 o
IP Address Enter the new IP address for the access point here. S
i atewa) 0 0 0 [ (]
Sub Mask Enter the new subnet mask for the access point here. T
Gateway Enter the gateway’s IP address for the access point here. i
DNS Enter the DNS address for the access point here. Agvances| oc | cance |
User Name After clicking the Advanced button, we can enter the login \ g o |
Usemal.'ne. Of the access pOInt here' - Network Adapter: [intel(R) Centrino(R) Advanced-N 6205 | IPAddress:  192.188.110.101
Password After clicking the Advanced button, we can enter the login b
password of the access point here. = ——
Authentication After clicking the Advanced button, we can select the login
authentication encryption method used. Options to choose
from are MD5 and HMD5.
i AP installation utility ——— N— . =T
Click the OK button to accept the changes made. e il - = gl
. . SetIP =
Click the Cancel button to discard the changes made. A e _ (S = seGaunto |
l ¥ Select Allthe Devices 1P Setting -
IP.Address | Model Name | HW Version W fersion | Action | Status |
192.168.110.201 DAP-2330 A ER00
192.168.110.202 DAP-2660 A P Address 192 168 0 N 20
| 182.168.110.203 DAP-2310 B
192.168110.204 DAP-2360 B 255 . 255 . 255 L]
[¥] 192.162.110.205  DAP-2695 A e
192.168.110.206 DAP-2690 B Goeniriy [ 0o . 0 0
DNS & '
I Advanced I oK | Cancel I
Advanced
Please enter the correct password before setting up
P address.
[ [l o) Advanced-H 620t
AP number is 6 User Name admin
% Password
Authentication  MD5 & HMDS
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Access Point Installation Tool

After clicking the OK button to set the IP address, the access point will be configured S — _ .
and some time will be given for the access point to restart after the new IP address . ~ =

H Language |English = Retry |1 Time Out |3 Discavery | Set P I Set Groupinto |
was ap pl Ied " [T Select &l he Devices
IP Address | Model Name | HW Version | MACAddress | NetMask | shmp | FW Version | Action | status \
. . . . [] 1s2.165.110.201 DAP-2330 A C4AB1D90CDI0  255.255.255.0 Enatle 1.02
The Status parameter will display the progress of the IP address configuration and [ 1e2 163110202 DAR.2650 A ToGoBaSIONS0 2552552550 Eadle 110
. D 192 168.110.203 DAP-2310 B C4A810918110 2552552550 Enable 205
access p0|nt reboot_ [ 192.168.110.204 DAP-2360 B C4ABIDD4BER8 2552552550 Enable 205
[[] 192.168.110.205 DAP-2695 A 002695128470  255.255.255.0 Enable 111
192.168.110.206 DAP-2690 B ‘9CDE43290450 255.255.255.0 Enable an Reset I 8%
Metwork Adapter: |intel(R) Centrino(R) Advanced-N 6205 j IP Address:  192.168.110.101
AP number is 6

This utility also allows us to upload the network data file directly to the access point " (8 AP instalation usilty For v lol=] = T
to conflgyre the group information that this access point will use to identify in which e & [ e | [ | | |||
network it belongs. £ ceeojti Dovtes
IP Address | Model Name | HW Version SotGro. sion | Action | status |
152163.110201 DAP-2330 A B
1 " . v|192.168.110.202 DAP-2660 A
Click the Set Grouplnfo button to upload the network data file. After click the Set [Ehenns s e s B Fie: B
i “« » H g - Server ion test
Grouplnfo button, we can click on the “... .button to navigate to the saved network e o e i Eecprcan st er v s o - —
data file on the computer and then upload it.
. . . . . . . L Test
Click the Test button to test if the data file is in fact a valid network data file. ‘
Click the Advanced button to use advanced login options for the access point as Advanced | o | concel_|
discussed earlier.
Network Adapter: |InteliR) Centrino(R) Advanced-N 6205 j IPAddress:  192.163.110.101
AP number is 6
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Access Point Installation Tool

After clicking the Test button to successfully test if the network data file is valid, the
following message will be displayed.

Click the OK button to initiate the upload
Click the Cancel button to cancel the upload.

After clicking the OK button, the network data file will be uploaded, the access point
will be configured based on the settings within the data file, and will then reboot.

The Status parameter will display the progress of the configuration.

For more information about configuring networks and generating network data files
used in this upload, refer to “Network” on page 26.

[ 2P installation utility for CWM

[= Bl
Language  |English - Retry |1 Time Out |3 Discovery | SetlP | Set Groupinfo |
[¥ Select Allthe Devices
IP Address | Model Hame | HW Version \rsion | Action | status [
Set Grouplnfo
192.182.110.201 DAP-2330 A
92.162.110.202  DAP-2880 A
DAP-2310 8 File D:Work Data\VWFillanager\Test Profie\D-Link_HQ-PF D
L1 2360 B Server connection test
i i B il Each port can detect whether the server is connected properly,
192.168.110.206 DAP-2690 8 e Reset Success
Check pott.....0K
L Test
Advanced | oK | Cancel |
Metwork Adapter IInleI(R)Cantrmn(R)Advan:erLNGZDS j IP Address:  192.188.110.101
AP number is 6
S c—— 5] =g
Language  [English - Retry 1 Time Out |3 Discovery | Set P | Set Groupinfo I
[¥ sSelect &l the Devices
IP Address | Model Name | HW Version | MACAddress | Nethask | snmP | FW Version | Action | Status
192.168.110.201 DAP-2330 A C4AS1DS0CDR0  255.255.255.0 Enable 102 ConfigGroupinfo [ 23%
192.166.110.202  DAP-2660 A 706208500260  255.255.255.0 Enable 110 ConfigGroup info  [M_ 22%
192.168.110.203  DAP-2310 ] C4ASIDI1BT0  255.255.255.0 Enable 2,05 ConfigGroup Info [N 229
192.168.110.204 DAP-2360 B C4ASIDO4SE28  255.255.255.0 Enable 2,05 ConfigGroup Info [N 229
192.168.110.205 DAP-2695 A 002695128470  255.255.255.0 Enable 11 ConfigGroup Info [N 225
192.168.110.206 DAP-2650 B 9CDB43280480  255.255.255.0 Enable 21 ConfigGroupInfo [N 21
Network Adapter: |intel(R} Cantrino(R} Advanced-N 6205 j IPAddress:  192.168.110.101
AP number is 6
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Central WifiManager Configuration

In this section, we’ll discuss the Central WifiManager client application.
After the installation was completed the following applications will be available.

J D-Link |
L, Central WifiManager
. Central WifiManager Server
. Central WifiManager

Click the Central WifiManager option to open the client application.

The Central WifiManager uses a secure HTTPS connection to the Central
WifiManager Server. By default, this application will open the default Web browser
and connect the to localhost, which is the local means of connecting to the same
PC’s own IP address. <$$$Certificate information needed$$$>

Alternatively, from a remote computer, we can connect to the Central WifiMlanager
Server by entering the IP address of the computer that has the server application
installed into the web browser, thus it is not needed to install the software on the
remote computer. Open the web browser on the remote computer (Internet Explorer
or Google Chrome are recommend) and enter for example https://192.168.10.1

or https://domain-name.com (where 192.168.10.1 or domain-name.com is the IP
address or domain name of the computer running the CWM server) in the web
browser’s address bar and press ENTER to enter the CWM management interface.

NOTE: Connection to the Central WifiManager Server uses a secure HTTPS
connection.

After the Web browser was open and connection to the server was made
successfully, a login window will appear. Enter the login user name and password in

this spaces provided and click Login to enter the Central WifiManager Configuration.

NOTE: By default, the user name and password is admin.
The default language is English and also support
Italian,French,Spanish,German,Korean,Russian,Simplified and Traditional
Chinese.

@ nitpsiiflocalhosty O = > V@ Certificate Erar: Mavigation.., %

|® There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.

@ Continue to this website (not recommended).

= More information

D-Link _

Building Networks for People

Central WifiManager

CAPZCERS - 2725 K9} Login
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Dashboard

After successfully logging into the server, the Dashboard page will be available. On this page, summarized information of the connected access points and wireless clients

will be displayed.

After configuring sites, a list of sites will be available for selection in the site drop-down menu.

Underneath the site drop-down menu, the following four blocks with pie charts can be
seen.

Block Description

Station In this block the number of wireless clients, connected to the D‘

access points in this network, will be displayed per wireless
frequency supported. The pie chart illustrate this information
visually.

Band In this block the number of wireless frequency bands, hosted
by the access points in this network, will be displayed per
frequency band supported. The pie chart illustrates this
information visually.

Model In this block the number of access points in this network will

be displayed per product code. The pie chart illustrates this

information visually.

In this block the number of online and offline access points

will be displayed per status. The pie chart illustrates this

information visually.

Access Point

In the Station Detail table, a list of connected wireless clients will be displayed with
the basic information about them.

WifiManager

@ 2014-12-30 18:05 x Sign Out/admin

¢ 2 o

Configuration System Maonitor About

2.4GHz I Band |Sum 246Hz [l Model  [Sum DAP-2360 I Stetus Sum | off line AP [I

5GHz [I sGHz [1 DAP-2553 [I Online AP []
24GHz| 0 24GHz | 4 DAP-2360| 1 Dap-2860 ] | | O ine AP 2
SGHz | 1 SGHz | 3 DAP-2553| 1 DAP-2680 1 | "G iine AR [

DAP-2660| 1

(o]

Station detail

o Jucasoess o asoess i s Jumancan foo b0 peswaross | |

1 ADS8B4E4C400 192.168.0.103 Click to set alias N WPA2-Personal 91 WiFiManager50 OFF

Copyright©2014 D-Link Corporation.
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Device View

On this page, a list of configured sites will be displayed. For more information on how to create or configure sites, refer to “Create Site” on page 24. For this example, we
created a site called Headquarters and within the site we created a network called Server-Room.

For more information on how to create or configure networks, refer to “Create Network” on page 27.

In the Device View tab, a list of access points will be displayed that was associated
with the Headquarters site. More information about the access points will be
displayed in the table columns. To view more detailed information about a specific
access point, click on the IP address of that access point.

Click the T icon to remove an access point from this network.

Click the ' © |icon to select what information will be displayed of your site or network.

D Central
‘ WifiManager

Home=Site

i)

Home

Configuration

L

System

Monitor

8:30 ‘ 8ign OQut/admin
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6
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D-Link_HQ
D-Link_HQ
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D-Link_HQ
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D-Link_HQ

Click to set location
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Topology View

On this page, all the devices connected to the specified site will be displayed visually.
The following items can be found on this page.

Item Description (©2014-07-01 16:55 & Sign Outiadmin
Add Topology On the top, right of the viewing area, there is a + icon. Click Central o 3 B

this icon to add a custom topology. D | wiianager @ rqé't‘ 31 e g
Edit Topology On the top, right of the viewing area, there is an i icon. Click Dashboard Home>Site i '

this icon to modify the newly added topology’s name.
Delete Topology On the right of the topology tabs, there is an x icon. Click Eliieadmeriers

this icon to remove the custom topologies created. The Room

all topology, which is automatically generated, cannot be

deleted.
Map Size The map size of the topology view can be modified. Enter

the width and height of this view in the text boxes and click
Submit to accept the changes made. These values must be
between 800 and 8000.

Cursor Select this option to select an item individually.

Guide Select this option to make the guides visible in the topology.

Add Device Select this option to add access points, that have been
associated with this site, into the topology.

Add Background Select this option to add a custom background image to the
topology. Image formats supported are JPG, JPEG, GIF and
PNG.

Pen Select this option to manually draw a connection line from

one device to another. After drawing the connection line, it
can be specified as either wired or wireless and the color and
line thickness can be customized.

Copyright ©2014 D-Link Corporation.
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Topology View

Parameter Description

Drag Select this option to enable the function to simply select and move the objects and the background of the topology into place.

Save Select this option to save the topology.

PC (Null) This icons illustrates the management PC, where the Central WifiManager Server application is installed.

Access Points These icons illustrate the access points located at the site and there connection relation with each other. Double click on any access point icon to view

more detailed information about the selected access point.
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On this page we can view, create and configure logical sites and networks that are related to the physical locations of the wireless devices in the network. Wireless devices at
these sites can unanimously and effortless be managed and maintained through the use of this application.

Sites and networks that have already been configured will be displayed under the 2015.05-05 10:31 & Sign Oubadmin
Site option on the left panel. Also, after clicking on the Site option in the left panel, Fontral = @ ol
the list of configured sites will be displayed in the Site List table on the main page. D| WifiManager Dk

Configuration System Monitor

Site Configuration=Site
i © i Vo)
Click the ' button to add a new site. Undefined 4 v | O]

Site list

Click the (¥ | to download the Access Point Installation Tool Site name Admin member Greator Creation date Wodily | Delete

Copyright®2015 D-Link Corporation.
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Create Site

After clicking the © putton to add a new site, the following page will be available. On this page, users can create sites and also assign member accounts to each site.

The following parameters can be configured:

Parameter Description

(9 2015-05-05 10:37 & Sign Outiadmin

Site name Enter the new site’s name here. This name can be up to 50 D‘Centml — @ $= o = 0
h t | WifFiManager H —
- characters long. - - - - Home Configuration System Monitor About
Site member Select the member accounts that will be added to this site in TEEE———

the left box and click >> to add them to the Selected list in
the right box. To remove a member account from the selected

Site name k| | Maximum number of characters is 50

list, select it and click << to remove the account. Ste memoer g Aamnmencer |
i : =
Click the OK button to create the new site.

Copyright©2015 D-Link Corporation.
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After creating a new site, it will be displayed in the Site List table. In this example, we
created a site called Headquarters.

D Central @\ .m. =
| WiFiManager p—4

Click the © button to add another site. R Sy
. . . . . . S Configuration=Site
Click the = icon to modify an existing site. T v [o]
. 1 . . . . V
Click the ' icon to delete an existing site. .
Site name Admin member Creator Creation date Modify Delete
Headquarters admin admin 2015-05-05 103751 =4 (]

Click the Ly | to download the Access Point Installation Tool

Copyright©2015 D-Link Corporation.
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After clicking on the site link called Headquarters, in the left panel, we can see the
list of networks that have been created for the site in the Network List table on the

. Central =
main page. D| WifiManager @ gé—‘
Configuration System
. 0 . . Site Configuration=8ite=Headquarters
Click the button to add a new network for this site. P mm
H A4 H H Network list
Click the [ sl JtO download the Access Point Installation Tool Network name Admin member Creator Creation date Modify | Delste | Export

Copyright©2015 D-Link Corporation.
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Create Network

After clicking the © putton to add a new network, the following page will be available. On this page, users can create networks and also assign member accounts to each
network.

The following parameters can be configured:

Parameter Description

(D 2015-05-05 10:48 & Sign Outladmin

Network name Enter the new network’s name here. This name can be up to D|Cﬁjn_;f_ﬂ — o) 0

50 CharaCterS |an T Configuration System MO-I']TTIUT About
Network member Select the member accounts that will be added to this site e

network in the left box and click >> to add them to the 8 Headquarters _

Selected list in the right box. To remove a member account e R e

from the selected list, select it and click << to remove the Network mernver - [

account.
Click the OK button to create the new network.

| OK

Copyright©2015 D-Link Corporation.
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After creating a new network, it will be displayed in the Network List table. In this

example, we created a network called Server-Room. D Central ,@\ o)
| WiFiManager

. . i Configuration System Monitor

Click the - ¥ | to download the Access Point Installation Tool == e
B Headguarters & [TJ[TJ

Click the © button to add another network. CT

. E . . e Site name Admin member Creator Crealion date Modify Delete
Click the icon to modify an existing network. Headquarters admin admin 2015-05-05 10:37.51 E m

Click the & icon to delete an existing network.

Click the E icon to download the data file of this network, that can be uploaded to
an access point to quickly configure an access point to identify with this network.

For more information about how to upload the network data file to an access point for
seamless network association, refer to “Access Point Installation Tool” on page 13.

Copyright©2015 D-Link Corporation.
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After clicking on the network link called Server-Room, in the left panel, a feature rich
configu.ration page is availa_ble whgre users can manually configure sef[tings that will D|Cen_tr_a| @ gﬁ

be applied to all access points available in the network selected. On this page we can WitiManager e i =
now create a wireless network profile called SSID. — — :

Site Configuration=Site>Headquarers=Server-Room=55ID

= Headquarters @

Click the © button to add a new SSID. S

S8ID
VLAN

Access control User authentication Modify Delete

Bandwidth
optimization

RF optimization
Device setting

Uploading
configuration

Firmware upgrade

Undefined AP
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After adding a new SSID, the following page will be available. In the Basic Settings
section, we can configure the following:

Parameter Description

Band Select the wireless frequency band that will be used for this
network here. Options to choose from are 2.4G and 5G. =

Index Select the SSID index that will be used fore this network CL
here. Options to choose from are Primary and SSID1 to S
SSID7. o

SSID Enter the wireless network name for this network here. This R

is name is also called the SSID of the wireless network.
Select to Enable or Disable the wireless SSID visibility here.

RF optimization

SSID Broadcast

WMM (Wi-Fi Select to Enable or Disable the Wi-Fi multimedia features gy
Multimedia) here. frrcarimane
Security Select the wireless security that will be used by this wireless

network here. Options to choose from are Open System,
Shared Key, WPA-Personal, WPA-Enterprise, WPA2-
Personal, WPA2-Enterprise, WPA-Auto-Personal, and
WPA-Auto-Enterprise.

In the following sections we’ll discuss the wireless security options that are available
to networks managed by this application.

D Central -
‘ WiFiManager

1)

Configuration=Site=Headquarters=Sener-Room=55ID

Create SSID

@E[HE—[IE—UE 11:05 R Sign Outiadmin

¢ 2 o

Configuration System Monitor

= Basic settings

Wireless seftings
Band

Index

SSID

38ID broadcast

WMM (Wi-Fi Multimedia)
Security

WPA settings
Encryption
Key type

Keyvalue

-
Key index

|

Authentication type

2 Access control

MAC address:

O S S

2 User authentication
[Disale  []

Save Back
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After selecting the WEP Open System option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Encryption Select this option to Enable or Disable the WEP Open
System encryption method for this network.

Key Size Select the WEP key size here. Options to choose from are 64
Bits, 128 Bits, and 256 Bits.

Key Type Select the WEP key type here. Options to choose from are
HEX and ASCIL.

Key Index Select which key in the index of four will be used for this
network. Options to choose from are First, Second, Third,
and Fourth.

Key Value Enter the open system WEP encryption key here, based on

the selections made.

After selecting the WEP Shared Key option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Encryption Select this option to Enable or Disable the WEP Shared Key
encryption method for this network.

Key Size Select the WEP key size here. Options to choose from are 64
Bits, 128 Bits, and 256 Bits.

Key Type Select the WEP key type here. Options to choose from are
HEX and ASCIL.

Key Index Select which key in the index of four will be used for this
network. Options to choose from are First, Second, Third,
and Fourth.

Key Value Enter the open system WEP encryption key here, based on

the selections made.

Create SSID

= Basic Settings
r Wireless Settings

Band

246G

Index

551D

S5ID Visibility

WMM (Wi-Fi Mulimedia)

Securty
- Key Setlings
Encryption Key Size
Key Type HEX: Key Index

Key Value | |

= Basic Settings

~ Wirel Settings

Band

246G

Index

551D

551D Visibility

WMM (Wi-Fi Multimedia)

Securty

- Key Sefiings
Encryption Key Size 64 Bits
Key Type Key Index

Key Value | |
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After selecting the WPA-Personal option as the wireless security method, the
following parameters are available for configuration:

Parameter Description
Cipher Type Select the WPA cipher type here. Options to choose from are

Auto, AES, and TKIP.

Enter the WPA group key update interval value here. By
default, this value is 3600.

Enter the secret pass phrase used here.

Group Key Update
Interval
Pass Phrase

After selecting the WPA-Enterprise option as the wireless security method, the
following parameters are available for configuration:

Parameter Description
Cipher Type Select the WPA cipher type here. Options to choose from are

Auto, AES, and TKIP.
Enter the WPA group key update interval value here. By

Group Key Update

Interval default, this value is 3600.

RADIUS Server Enter the RADIUS server’s |P address here.

Port Enter the RADIUS server’s port number used here. By
default, this port number is 1812.

RADIUS Secret Enter the RADIUS secret pass phrase used here.

Create SSID

Wireless settings

Band @B

Index ’W :

551D

SSID broadcast [Enable [=]

WM (Wi-Fi Multimedia) ~ [Enable []

WPA settings

Encryption type @E‘ Group key update interval |3500
Passphrase I:I

RADIUS server | |  PotfiEiz |
RADIUS secret | |

Wireless settings

Band [2.4G]=]

Index 58ID1

551D

531D broadcast Enable :|

WM (Wi-Fi Multimedia)

WPA setting

Encryption type @B Group key update interval Eﬂn
Passphrase |

RADIUS senver | |  Pothsiz |

RADIUS secret | |

Page 32



D-Link Central WifiManager Software User Manual

Central WifiManager Configuration

After selecting the WPA2-Personal option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Cipher Type Select the WPA2 cipher type here. Options to choose from
are Auto, AES, and TKIP.

Enter the WPA2 group key update interval value here. By
default, this value is 3600.

Enter the secret pass phrase used here.

Group Key Update
Interval
Pass Phrase

After selecting the WPA2-Enterprise option as the wireless security method, the
following parameters are available for configuration:

Parameter Description

Cipher Type Select the WPAZ2 cipher type here. Options to choose from

are Auto, AES, and TKIP.
Enter the WPA2 group key update interval value here. By

Group Key Update

Interval default, this value is 3600.

RADIUS Server Enter the RADIUS server’s |P address here.

Port Enter the RADIUS server’s port number used here. By
default, this port number is 1812.

RADIUS Secret Enter the RADIUS secret pass phrase used here.

Create SSID

Wireless seftings

Band [2.46]=]
Index [ssip7 [+]
SsiD

SSID broadcast [Enable [+]
WMM (Wi-Fi Mulimedia)  [Enable [+]

WPA settings

Encryption type Group key update interval @
Passprase ]

RADIUS server | |  Portfiziz |
RADIUS secret | |

Wireless settings

Band @

Index @

8D [ ]

SSID broadcast

WHIN (Wi-Fi Multimedia)

WPA setlings

Encryption type |_A£to_ Group key update interval
Passphrase

RADIUS semver | | Portfgiz |
RADIUS secret | |
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After selecting the WPA-Auto-Personal option as the wireless security method, the
following parameters are available for configuration:

Cipher Type Select the WPA/WPAZ2 cipher type here. Options to choose
from are Auto, AES, and TKIP.

Enter the WPA/WPA2 group key update interval value here.
By default, this value is 3600.

Enter the secret pass phrase used here.

Group Key Update
Interval
Pass Phrase

After selecting the WPA-Auto-Enterprise option as the wireless security method, the
following parameters are available for configuration:

Cipher Type Select the WPA/WPAZ2 cipher type here. Options to choose
from are Auto, AES, and TKIP.
Enter the WPA/WPA2 group key update interval value here.

Group Key Update

Interval By default, this value is 3600.

RADIUS Server Enter the RADIUS server’s |P address here.

Port Enter the RADIUS server’s port number used here. By
default, this port number is 1812.

RADIUS Secret Enter the RADIUS secret pass phrase used here.

Create SSID

Wireless settings

RADIUS senver

RADIUS secret

Band [24c]=]

Index [ssiD1

381D

S8ID broadeast [Enanle [=]

WIN (Wi-Fi Mulimedia)  [Enable [=]

Security IT'VE'A—Auto—Personal :l

WPA settings

Encryption type @IZI Group key update interval |3600 |
Passphrase |—|

POI‘[I'\;A.;

Wireless seftings
Band

Index

SS8ID

$SID broadcast

WMM (Wi-Fi Multimedia)

Security

24G :I

SSID1 :I

[Enable [+]
'.'\fF'A-Auto-I_Enterprise :

WPA setting

Encryption type
Passphrase

RADIUS server

RADIUS secret

Group key update interval [3600

Port 1512
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In the Access Control section we can configure which network devices can have
access to the network or not by specifying the MAC of the accepted or rejected
devices. The following parameters can be configured.

Parameter Description

MAC Address Enter the MAC address of the networking device that will be
used for this configuration here.
Action Select the action that will be applied to the networking device.

Option to choose from are Disable, Accept and Reject.

A list of configured entries will be displayed in the table.
Click the @ icon to remove a specific entry.

In the User Authentication section we can configure the authentication method that
will be applied to all the wireless clients that connect to access point in this network.
The following parameters can be configured.

Parameter Description

Authentication Type Select the authentication type that will be applied to the
wireless clients in this network. Options to choose from are
Disable, Web Redirection Only, Username/password,
Remote RADIUS, LDAP, POP3 and Passcode. After
selecting Disable as the authentication type, this feature will
be disabled.

Create SSID

Mo ACaddress  [pekete [ |

MAC address:

= User authenfication
Authentication fype:
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Create SSID

After selecting Web Redirection Only as the Authentication Type, we can configure the redirection website URL that will be applied to each wireless client in this network.

The following parameters can be configured.

Parameter Description

Web redirection Select this option to enable the website redirection feature. Authentication type: Web Redirection Only [w]
Website Select whether to use either HTTP or HTTPS here. After e redirection
selecting either http:// or https://, enter the URL of the e
website that will be used in the space provided. Save  Back

Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

After selecting Username/password as the Authentication Type, we can apply local authentication to each wireless client in this network. Local authentication means that
no external server is needed to help with the authentication process. Authentication is applied based on restricted subnets, username and password authentication based on
the accounts created here and the group that they belong to.

The following parameters can be configured.

Parameter Description

Session timeout Enter the session timeout value here. This value can be from Authentication type:  [Usemname/password |w]
1 to 1440 minutes. By default, this value is 60 minutes. Session timeout(1~1440): g0 |minute(s)
IP Address Enter the IP address or network address that will be used I ST
in the IP filter rule here. For example, an IP address like etk
192.168.70.66 or a network address like 192.168.70.0. This Subnet mask
IP address or network will be inaccessible to wireless clients En
in this network. :
Subnet Mask Enter the subnet mask of the IP address or networks address @

that will be filtered here. For example, 255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the @ icon to delete an existing rule.
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Parameter Description

Username Enter the username that the wireless clients should use here.
Password Enter the password that the wireless clients should use here.

Click the Add button to add a new user account.
Click the Clear button to clear out the information entered in the fields.

Click the =i icon to modify an existing account.
Click the ™ icon to delete an existing user account.

Parameter Description

Web redirection Select this option to enable the website redirection feature.

Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Choose template Select the login page that will be used here.

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the style link to delete the selected style.

Click the Download Template link to download the style template.

Choose template [yt assianed Ell

User/password settings
Usemame

Password

user1

Web redirection
Website : http:f.-"Jz]

Splash page customization

Create SSID

i :‘.jf_ e * | Delete the template Download template
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In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

- Enable whit st

Enable White List Select this option to enable the white list feature. MAC address: En

MAC Address Enter the MAC address of the networking device that will be —— | [
allowed to connect to this network here. Click Add to then -
add this MAC address to the white list table. T . —L

Upload White List To upload a white list file, click Browse and navigate tothe |~

File white list file, saved on the computer, and then click Upload.

Click the & icon to delete an existing entry.

Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

After selecting Remote RADIUS as the Authentication Type, we can configure access points in this network to act as authenticator devices that will communicate and relay
authentication messages to an additional RADIUS server installed in the network.

The following parameters can be configured.

SISt
Session timeout Enter the session timeout value here. This value can be from  Authenticationtype:  [Remote RADIUS  [v]
1 to 1440 minutes. By default, this value is 60 minutes. Session timeout(1~1440):  [jo  |minute(s)
IP Address Enter the IP address or network address that will be used IP filter settings
in the IP filter rule here. For example, an IP address like IP address
192.168.70.66 or a network address like 192.168.70.0. This Subnet mask
IP address or network will be inaccessible to wireless clients En
in this network.
Subnet Mask Enter the subnet mask of the IP address or networks address Rhdss 0 EmRRRe B[]

that will be filtered here. For example, 255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the & icon to delete an existing rule.
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Parameter Description

RADIUS Server Enter the primary, secondary or third RADIUS server’s IP

address here.

Enter the primary, secondary or third RADIUS server’s port

number used here. By default this value is 1812.

Enter the primary, secondary or third RADIUS server secret

here.

Remote RADIUS type Select the primary, secondary or third remote RADIUS
server type here. Options to choose from are SPAP and MS-
CHAPv2.

RADIUS Port

RADIUS Secret

Parameter Description

Web redirection Select this option to enable the website redirection feature.
Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Select the login page that will be used here.

Choose template

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the style link to delete the selected style.

Click the Download Template link to download the style template.

 Remote RADIUS settings-
RADIUS server settings

RADIUS server
RADIUS secret

Remote RADIUS type SPAP
Secondary RADIUS Server Settings

RADIUS server
RADIUS secret

Remote RADIUS type SPAP
Third RADIUS Server Settings

RADIUS server
RADIUS secret
Remote RADIUS type SPAP

[ Web redirection
Website :

(g ]

Splash page customization

Choose template: Not assigned LZH4

Create SSID

RADIUS port [1812 | (1~65535)

| (1~65535)

RADIUS port (1312

RADIUS port 1812 (1-65533)

= Delete the template Download template
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Create SSID

In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description ~ Enable white list¥]

Enable White List Select this option to enable the white list feature. MAC addiess [ Aw |
MAC Address Enter the MAC address of the networking device that will be e — | ]
allowed to connect to this network here. Click Add to then _ -
add this MAC address to the white list table. Pl
Upload White List To upload a white list file, click Browse and navigate tothe | =~
File white list file, saved on the computer, and then click Upload.
Click the @ icon to delete an existing entry.

Click the Save button to accept the changes made. :
Click the Back button to discard the changes made and return to the main page.

After selecting LDAP as the Authentication Type, we can configure access points to use an additional LDAP server to handle user authentication in this network.

The following parameters can be configured.

Parameter Description

Session timeout Enter the session timeout value here. This value can be from Authenfication type
1 to 1440 minutes. By default, this value is 60 minutes. Session timeout(1~1440) - 60 minute(s)
IP Address Enter the IP address or network address that will be used I filter settings : :
in the IP filter rule here. For example, an IP address like IP address |
192.168.70.66 or a network address like 192.168.70.0. This Subnet mask |
IP address or network will be inaccessible to wireless clients EN
in this network.
Subnet Mask Enter the subnet mask of the IP address or networks address e T o -
192.168.70.150 255.255.255.0 m

that will be filtered here. For example, 255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the & icon to delete an existing rule.
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Parameter Description LDAP seffings

Server Enter the LDAP server’s IP address here. e
Port Enter the LDAP server’s port number used here. Lol |
Authenticate Mode Select the authentication mode that will be used here. Authenlication mode [simple[+]
Options to choose from are Simple and TLS. Usemame
Username Enter the administrator’s username here that will be able to Password |
access and search the LDAP database. Base DN _ o)
Password Enter the administrator’s password here that will be able to Account atiribute I(ex.cn)
access and search the LDAP database. Identity [ Auto copy
Base DN Enter the base domain name of the LDAP database here. For example, cn=users, dc=test, dc=com means that the wireless client is a member of

the group users in the domain test.com.
Account Attribute Enter the attribute for the account here. For example, cn is used for Windows Server.
Identity Enter the name of the administrator here. For example, cn=Administrator, cn=users, dc=test, dc=com means for Windows Server, if the

administrator is a member of wireless client, it is also a member of the group users in the domain test.com. Alternatively select the Auto Copy option
to automatically generate and insert the name of the administrator here based on the Base DN and Account Attribute strings entered.

Parameter Description [ Web redirection ¥ -

Web redirection Select this option to enable the website redirection feature. Website - (o =]

Website Select whether to use either HTTP or HTTPS here. After Splash page customization
selecting either http:// or https://, enter the URL of the | Choose tempiate: (ol assianed =] [IERERCRN G [ Delete the tempiate Download template
website that will be used in the space provided.

Choose template Select the login page that will be used here.

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the style link to delete the selected style.

Click the Download Template link to download the style template.
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In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description [ Enable white list /]

Enable White List Select this option to enable the white list feature. MAC address: [ Aw |
MAC Address Enter the MAC address of the networking device that will be E—— | o]
allowed to connect to this network here. Click Add to then
add this MAC address to the white list table. O e T
Upload White List To upload a white list file, click Browse and navigate tothe | =
File white list file, saved on the computer, and then click Upload.
Click the @ icon to delete an existing entry.

Click the Save button to accept the changes made.

Click the Back button to discard the changes made and return to the main page. 1

After selecting POP3 as the Authentication Type, we can configure access points to use an additional POP3 server to handle user authentication in this network.

The following parameters can be configured.

Parameter Description

Session timeout Enter the session timeout value here. This value can be from Authentication type:
1 to 1440 minutes. By default, this value is 60 minutes. Session timeout(1~1440) - |60 minute(s)
IP Address Enter the IP address or network address that will be used -IP filter settings —
in the IP filter rule here. For example, an IP address like IP address |
192.168.70.66 or a network address like 192.168.70.0. This Subnet mask |
IP address or network will be inaccessible to wireless clients m
in this network.
Subnet Mask Enter the subnet mask of the IP address or networks address .
192.168.70.150 255.255.255.0

that will be filtered here. For example, 255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the & icon to delete an existing rule.
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Parameter Description

Server Enter the POP3 server’s |P address here.

Port Enter the POP3 server’s port number used here. By default
this port number is 110. For the SSL/TLS connection type
this value is 995 by default.

Select the POP3 connection type here. Options to choose
from are None and SSL/TLS.

Connection Type

Parameter Description

Web redirection Select this option to enable the website redirection feature.
Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Select the login page that will be used here.

Choose template

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the style link to delete the selected style.

Click the Download Template link to download the style template.

Create SSID

(1-65539)

POP3 settings

Server

Port: 110
Connection type None ﬂ

Web redirection [¥J

Website : hitp:// B

Splash page customization
Choose template: Not assianed El [ Praview

} ‘ ULEEIEE S Delete the template Download template

In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description

Enable White List Select this option to enable the white list feature.

MAC Address Enter the MAC address of the networking device that will be
allowed to connect to this network here. Click Add to then

add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the
File white list file, saved on the computer, and then click Upload.

Click the ™ icon to delete an existing entry.
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

Enable white list

MAC address:

=
[ Upioad

Upload white list file: Browse...

1 00:11:22:33:44:55
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Create SSID
The following parameters can be configured.

Parameter Description

After selecting Passcode as the Authentication Type, we can view and configure the following section.

Session timeout Enter the session timeout value here. This value can be from Authentication type:  |Passcode
1 to 1440 minutes. By default, this value is 60 minutes. Sesion imoouti <1440y b0 [minute(s)
IP Address Enter the IP address or network address that will be used P fiter settings
in the IP filter rule here. For example, an IP address like IP address — 1
192.168.70.66 or a network address like 192.168.70.0. This Subnet mask ‘ |
IP address or network will be inaccessible to wireless clients
in this network.
Subnet Mask Enter the subnet mask of the IP address or networks address .
192.168.70.150 255.255.255.0 a

that will be filtered here. For example, 255.255.255.0.

Click the Add button to add the new IP filter rule.
Click the @ icon to delete an existing rule.

In this table configured front desk user accounts that have been assigned to this Passcode list
network and have already generated a pass code from the Web login page, will be Passcode  [SSID [Duraton  useriimit |Lestactiveday  |Durationremaining [Creator [Status | |
displayed.
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Parameter Description

Web redirection Select this option to enable the website redirection feature.

Website Select whether to use either HTTP or HTTPS here. After
selecting either http:// or https://, enter the URL of the
website that will be used in the space provided.

Choose template Select the login page that will be used here.

After selecting the style to use, click the Preview button to preview the selected style.
Click the Upload login file button to upload a new style.

Click the Delete the style link to delete the selected style.

Click the Download Template link to download the style template.

Web redirection ¥
Website - h?tpj/." E

Splash page customization

Create SSID

Choose template: [ ot assianed E”

Delete the template Download template

In the following section we can configure what network devices are allowed to connect to this network by specifying the MAC address of those network devices.

The following parameters can be configured.

Parameter Description

Enable White List Select this option to enable the white list feature.

MAC Address Enter the MAC address of the networking device that will be
allowed to connect to this network here. Click Add to then
add this MAC address to the white list table.

Upload White List To upload a white list file, click Browse and navigate to the

File white list file, saved on the computer, and then click Upload.

Click the ™ icon to delete an existing entry.
Click the Save button to accept the changes made.
Click the Back button to discard the changes made and return to the main page.

Enable white list
MAC address:

Upload white list file:

1 00:11:22:33:44:55

For more information about creating or configuring user accounts refer to “Create User Account” on page 66.
For more information about front desk user accounts refer to “Appendix A - Front Desk Staff & User Access” on page 98.
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After creating a new SSID, it will be displayed in the table. In this example, we

created an SSID called SR-WiFi. D Central @\ L=
‘ WifiManager H
Home Configuration System Monitor
CI'Ck the 0 button tO add another new SSID Site Configuration=Site=Headguarters=Server-Room=55ID
. . . . . E Headquarters &
Click the % icon to modify an existing SSID. R o |
CIICk the m ICOI"I to delete an eXIStII’Ig SSID Room Index 55D Band Security Access conirol User authentication Modify Delete
' SSiD Primary SR-WiFi 24GHz Open System Disable Disable =] [i]
VLAN
Bandwidth
optimization

RF optimization
Device setting

Uploading
configuration

Firmware upgrade

Undefined AP
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VLAN

After creating a network, additional options will be available in the left panel. These options include VLAN, Bandwidth Optimization, Captive Portal, RF Optimization,
Device settings, Uploading Configuration and Firmware Upgrade.

In the following sections, we'll discuss these additional settings in more detail.

Before the tabs, we can configure the following parameter.

Parameter Descrl tlon : Sign Out/admin
__ Central =
VLAN Status Select to Enable or Disable the VLAN feature here. D| 3]"' Ffi‘!:ﬂmoger @\ 0&-‘ 'O'

Home Configuration System Monitor

Configuration=Site=Headquarters=Server-Room=VLAN

Click the Save button to accept the changes made.

B Headguarters @ VLAN status: @ Disable © Enable [REEIET
= Server- e

Shoi VLAN List m Add/Edit VLAN | PVID Setting

SSID

VLAN VID VLAN name Untag YLAN ports Tag YLAN poris Edit Delete
. Mgmt LAN1LANZ Primary(2.4G) SSID1(2.4G),5

Bandwidth

optimization SID2(2 4G),SSID3(2 4G),58ID4(2 4G),SSID5(2.

1 default 4(G),88ID6(2 4G),8SID7(2.4G),Primary(5G),8SI E E

RF optimization
D1(5G),88ID2(5G),SSID3(5G),SSID4(5G),SSID

5(5G),55ID6(5G),SSID7(5G),

Device sefting

Uploading
configuration

Firmware upgrade

Undefined AP

Copyright©2015 D-Link Corporation.
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VLAN

After clicking on VLAN in the left panel, the following page will be available. On this
page we can view, create and configure Virtual LANs (VLANSs) that will be managed
by the access point in this network. VID | VLANName Untag VLAN Ports Tag VLAN Ports Edt | Delete
Mgmt,LAN1,LAN2 Primary(2.4G),5SID1(2.4G),5SI
In the VLAN List tab, a list of created VLANSs will be displayed. P T S T R W A =
1 default 551D6(2.4G),551D7(2.4G).Primary(5G),S5ID1(5 E m
. L . o G),5SID2(5G),SSID3(56),5SID4(5G),SSID5(5G),S
Click the Edit icon to modify an existing VLAN. SID6(5G).SSIDT(5G).

Click the Delete icon to remove an existing VLAN.

In the Port List tab, a list of ports will be displayed. These ports are all the ports that vian st I Acaai vian | Pvio seting
are available on the access points in the network.

Port Mame Tag VID Untag VID PVID

In the columns next to the Port Name entries, the VLAN ID number of the VLAN that Bomt {
the port belongs to will be displayed. The column location of the number will indicate 3:;
if the port is a tagged member (Tag VID) or an untagged member (Untag VID) of the

Primary(2.4G)
VLAN. In the last column the PVID number of that specific port will be displayed. Primary(5G)
55ID1(2.4G)
SSID2(2.4G)
551D3(2.4G)
S55ID4(2.4G)
SSID5(2 4G)
SSIDE(2.4G)
55ID7(2 4G)
551D1(5G)
S51D2{5G)
551D3(5G)
S5I1D4{5G)
55ID5(5G)
SSIDE(SG)
S55IDT(5G)

R . AN RN . BATR  BERE o GER o B . WA BERE
e o QRGN o R ERQY o WE o QERQ o N o QR o BN . Y
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In the Add/Edit VLAN tab, we can create a new VLAN and assign the port membership to each port in that VLAN. After clicking the Modify icon in the VLAN List tab, we will

be re-directed to this tab to modify an existing VLAN.

The following parameters can be configured.

Parameter Description
VLAN ID (VID) Enter the VLAN’s ID here.

VLAN Name Enter the VLAN’s name here.

Port Select the port membership option for each port in this
column. Port in VLAN in this network can either be untagged
(Untag) members, tagged (Tag), or non-members (Not
Member).

Select All Which this button is clicked, all the ports in the table will be
changed to either be Untag, Tag or Not Member.

Mgmt This is the management port on access points.

LAN1 ~ LAN2 This is the LAN ports on access points. If the access point
has only one LAN port, it will be LAN1.

Primary This is the primary WLAN SSID on access points in this
network.

SSID1 ~ SSID7 This is the secondary WLAN SSIDs on access points in this
network.

Click the Save button to accept the changes made.

VLAN

VLANID (VD) [ VAN Name [

Untag En . . ®
Tag En O O O
Not Member Al | &l O &
r2.4GHz
MSESID Port Select All | Primary 5511 5S5ID2 55ID3 55104 5S5ID5 S5ID6 SS5ID7
Untag [ Al | O] O] ® ® ® ® ® ®
Tag
Not Member [ Al | O O O @] %] O O O
r5GHz
MSSID Port Select All | Primary 55ID1 55ID2 55ID3 55ID4 55ID5 55ID6 S5ID7
Untag [ Al ] ® ® ® ® ® ® ® ®
Tag
Not Member [ Al | O @) O O O &) O ®]
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VLAN

In the PVID Setting tab, we can view and configure the Port VLAN Identifier (PVID) settings for access points and wireless client in this network.

The following parameters can be configured.

PVID Auto Assign Select to Enable or Disable the PVID automatic assign )

Status status feature here. —

PVID Enter the PVID number in the spaces provided for the bt ”’“““"” “‘"1
corresponding ports. e

Mgmt This is the management port on access points.

LAN1 ~ LAN2 This is the LAN ports on access points. If the access point %ﬁim” Ss'm‘ssm Ssm‘ss'm‘ssm‘ssm‘ssmw
has only one LAN port, it will be LAN1.

Primary This is the primary WLAN SSID on access points in this [
network. MSSID Port Primary smm‘ssmz ssme‘ssm‘ssm‘ssm‘sslm{
SSID1 ~ SSID7 This is the secondary WLAN SSIDs on access points in this -_
network. [“save |

Click the Save button to accept the changes made.
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Bandwidth Optimization

After clicking on Bandwidth Optimization in the left panel, the following page will be available. On this page we can view and configure the bandwidth settings for access
points in this network.

The following parameters can be configured.

Enable Bandwidth  Select to Enable or Disable the bandwidth optimization D|Cen_tr_nl —— @\ o o] = 0
Optimization feature here. Riiiaaager = o el Monitor
Downlink Bandwidth Enter the total downlink bandwidth speed for access points in = R R S P 2
: : this network here. This value is in Mbits/sec. _ F T T ——
Uplink Bandwidth Enter the total uplink bandwidth speed for access points in ot o N —
this network here. This value is in Mbits/sec. s i [ Juanes
Rule Type Select the type of rule that will be create or modified here. VLAN T
Options to choose from are the following: L it e
» Allocate average BW for each station: The AP will RFoptmization | erETED
distribute average bandwidth for each client. PR s [Frimansso_ ]
« Allocate maximum BW for each station: Specify elml | [l T
the maximum bandwidth for each connected client. L

- Uplink speed | Mbits/sec |~
Undefined AP

Bandwidth optimization rules

_MMMI

Reserve certain bandwidth for future clients.

+ Allocate different BW for 11a/b/g/n station: The
weight of 802.11b/g/n and 802.11a/n clients are
10%/20%/70% and 20%/80%. The AP will distribute
different bandwidth for 802.11a/b/g/n clients.

+ Allocate specific BW for SSID: All clients share the
total bandwidth.

Band Select the wireless frequency band that will be used in this

rule here. Options to choose from are 2.4Ghz and 5GHz. =
SSID Select which SSID will be used in this rule here. Options to

choose from are Primary SSID and SSID1 to SSID7.
Downlink Speed Enter the downlink speed value that will be assigned to

either each station or to the specified SSID here. This value
can either be in Mbits/sec or Kbits/sec.

Uplink Speed Enter the uplink speed value that will be assigned to either CopyraniEznta frLink Corporation-
each station or to the specified SSID here. This value can
either be in Mbits/sec or Kbits/sec.

Click the Add button to add the new rule to the list of Bandwidth Optimization CI!ck the Clear button to clear out all the information entered in the fields.
Rules. Click the Save button to accept the changes made.

Click the & icon to modify an existing rule.
Click the & icon to delete an existing rule.
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RF optimization

After clicking on RF in the left panel, the following page will be available. On this page we can view and optimize the Radio Frequency (RF) used on the access points in this

network.

The following parameters can be configured.

Enable Auto RF Select this option to enable the RF optimization feature.

Init Auto RF Click the Auto RF Optimize button to manually initiate the

automatic RF optimization feature. The AP will automatically

select the best channel.

Select this option to run the RF optimization feature

periodically based on the period entered. After the initiation

period has expired, the AP will automatically select the best

channel.

After enabling the Auto Init option, enter the automatic

initiation period value in hours here.

Select the RSSI threshold value for this network here. This

value is between 10% and 100% in increments of 10%.

The AP will adjust its channel or power when, after a scan,

it detected APs in the network with a lower RSSI than the

threshold specified.

RF Report Frequency Enter the frequency value, in seconds, at which an RF report
will be generated. The AP might adjust its channel or power
at the frequency specified.

Auto Init

Auto Init Period

RSSI Threshold

Click the Save button to accept the changes made.

@ 2015-05-05 12:11 & Sign Qutfadmin

L = 0

System About

gii) e
Home Configuration Monitor

DCentmI —
| WifiManager

Site Configuration=Site>Headguarters=Server-Room=RF optimization

=1 Headquarters &

Enable auto RF [

= gzr:;r— * Initiate auto RF Auto FF Optirniza
SSID Auto initiation
VLAN Auto initiation period : (Hours)
Bandwidth RSSI threshold [20% -]
SptiTEton RF report frequency 10 (Seconds)
RF optimization
Device setting Save

Uploading
configuration

Firmware upgrade

Undefined AP

Copyright©2015 D-Link Corporation.
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Device Settings

After clicking on Device Settings in the left panel, the following page will be available. On this page we can view and configure the login and accessibility settings for access
points in this network. Additionally some advanced wireless settings can be configured on this page for both the 2.4Ghz and 5Ghz frequency bands.

The following parameters can be configured.

Username This field displays the username that is applied to all access D|C3Jf:';'iﬂm - z@\ Q‘@ o : 0
DOIntS |r| th'S netWOI'k 5 Home Configuration System Monitor About
Password Enter the password that will be applied to all access points in Site Gonfguration-Ste-Headquarters-Senver Room-Device sefting
this network here. Sl amin :
Status Select this option to enable console port connectivity on all & Usemame fpemin |
access points in the network. e Password | |
Console Settings  Select the console port protocol that will be used on all - o
access points in this network. Options to choose from are Rt Status @I Enasle
Telnet and SSH. il Chrsolepmivedl  @TRMHl@I3
Time Out Select the active console session time out value here. iz || M i
Options to choose from are 1 Min, 3 Mins, 5 Mins, 10 Mins, [
15 Mins, and Never. cenmaurEen NTP Server —
External syslog Enter the IP address or domain name to save the Internet Time Zane [(GHT-05:00) Eastem Time (US & Canada)
server access services information for EU directive. Enable Daylight Saving [
Choose Band Select this option to choose the wireless band for DAP-2553. Edemalsyslogsener [ ] (P address/Domaln name)

Choose Band (Take effect only for DAP-2553.)

24GHz || 5GHz

Elpatarate [Auto |
. [FIRTS lengtn (256-2346) e \
Click the Save button to accept the changes made. . -

Beacon interval (40-500) \1uu \

[ Fragment length (256-2346) 234e ‘

Flomm (1-15) \1. ‘

Elwireless ‘On ‘

[ channel width [Auto 20140 MHz |

Copyright©2015 D-Link Corporation.
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In the 2.4GHz and 5GHz sections the following parameters can be configured.

Parameter Description

Data Rate Select the wireless data rate that will be given the highest
priority here. This rate is between 1 and 54 Mbps. Select
Auto to allow the access point to determine the best rate.
Enter the RTS length value here. This value must be
between 256 and 2346. By default, this value is 2346.
Enter the beacon interval value here. This value must be
between 40 and 500. By default, this value is 100.

Enter the fragment length value here. This value must be
between 256 and 2346. By default, this value is 2346.

RTS Length

Beacon Interval

Fragment Length

DTIM Enter the DTIM value here. This value must be between 1
and 15. By default, this value is 1.
Wireless Select whether the wireless connectivity of access points in

this network should be On or Off.

11N Channel Width  Select the 802.11n wireless channel width here. Options to
choose from are 20 MHz and Auto 20/40 MHz. In the 5GHz
section, an additional Auto 20/40/80 MHz option is available
for selection.

In the 5GHz section the following additional parameters can be configured.

Parameter Description

Band Steering Age  Enter the band steering age value here. This value must be
between 0 and 600. By default, this value is 180.

Enter the band steering difference value here. This value
must be between 0 and 32. By default, this value is 2.

Enter the band steering refuse number here. This value must
be between 0 and 10. By default, this value is 3.

Band Steering
Difference
Band Steering
Refuse Number.

Device Settings

24GHz | | 5GHz
[Data Rate

[IRTS Length (256-2345)

[ Beacon Interval (40-500)

[ Fragment Length (256-2346)
CoTiv (1-15)

Cwireless
[J11N Channel Width

24GHz | 5GHz

[JData Rate

[CIRTS Length (256-2346)

[ Beacon Interval (40-500)

| Fragment Length (256-2345)
CloTim (1-15)

[Cwireless

111N channel width

r D Band Steering-
Band Sieering Age(0-600)
Band Sfeering Difference(0-32)

Band Steering Refuse Number(0-10)

L«

<<
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Upload Configuration

After clicking on Uploading Configuration in the left panel, the following page will be available. On this page we can view and configure the configuration file upload schedule
or initiate the upload of the configuration file to all access points in this network manually.

In the Schedule Settings section, the following parameters can be configured.

Parameter Description (D 2015-05-05 1516 & Sign Out’admin

Run Select this option to manually upload the configuration Central o =
file to all the access points in this network manually. Click D | wikanager @ i gn , 3
Complete to initiate the upload. Site Configuration=Site>Hsadquarters>Server-Room=Uploading configuration 7
Specify Time Select this option to configure the scheduled time for the 8 Headquarters Senedus setings
configuration upload to take place. Selecting this option will e ®FRun
initiate the configuration upload every weekday specified at ssID B SIETMEER
the time specified continuously. o R
Specify Date Select this option to configure the scheduled date for the S| e ——— 13? E{ —|
configuration upload to take place. Selecting this option will RF optimizaion e —
only initiate the configuration upload once on the date and peves seting —
time specified. confiuraton | Runsttus
Date After selecting the Specify Date option, select the date at e upsrde | I?
which the upload will be initiated. e
Time After selecting the Specify Time or the Specify Date option, Resutt
select the time at which the upload will be initiated. Progress:
Day After selecting the Specify Time option, select the day(s) on

which the upload will be initiated.

Click the Complete button to accept the changes made or to manually initiate the
upload.

In the Run Status section, the following parameters can be configured.

Parameter Description

Off/IOn Toggle this option to On, to enable the scheduled
configuration upload configured. Toggle this option to Off to
disable the scheduled upload. To reconfigure the schedule
settings, this option must be turned off.

Copyright©2015 D-Link Corporation.

After the first upload, the Next Run Time field will display when the next upload will
take place. After every upload, the Result hyperlink will be made available for review.
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Firmware Upgrade

After clicking on Firmware Upgrade in the left panel, the following page will be available. On this page we can view and configure the firmware file upload schedule or initiate
the upload of the firmware file to all access points in this network manually.

In the Choose Firmware section, the following parameters can be configured.

Parameter Description (D 2015-05-05 15:20 & Sign Outiadmin

Firmware File For every access point in this network, we can specify the ] Central — Lo oy ;
firmware file that will be uploaded either manually, or based D| ) E@i mﬁsﬁn Sﬁn S g
on the schedule configured. Click Browse to navigate to the site Configuralion-SileHeadguarters=Server-Room>Firmware pgrade
firmware file located on the computer. & Headquarters e e : :

E Semver- ‘Hardware version

In the Schedule Settings section, the following parameters can be configured. 25”;”

Run Select this option to manually upload the firmware file to all G
the specified access points in this network manually. Click RF optimizaton [ Sehedule selfings
Complete to initiate the upload. oo (I

Specify Time Select this option to configure the scheduled time for the e SO DO
firmware upload to take place. Selecting this option will | Fmwareupgrade | b Time[ <] [19[=}[1[5]
initiate the firmware upload every weekday specified at the Day [IMon [JTue []wed [JThy []Fri []sat Jsun
time specified continuously.

Specify Date Select this option to configure the scheduled date for the e
firmware upload to take place. Selecting this option will oo
only initiate the firmware upload once on the date and time Next run time
specified. =

Date After selecting the Specify Date option, select the date at Result
which the upload will be initiated.

Time After selecting the Specify Time or the Specify Date option,
select the time at which the upload will be initiated.

Day After selecting the Specify Time option, select the day(s) on

which the upload will be initiated.

Click the Complete button to accept the changes made or to manually initiate the
u p|Oad . Copyright©2015 D-Link Corporation.
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Firmware Upgrade

In the Run Status section, the following parameters can be configured.

Parameter Description (9 2015-05-05 15:20 & Sign Outiadmin

Off/On Toggle this option to On, to enable the scheduled firmware D|Cen_tf_0| @\ 0-@ .Q. 0
upload configured. Toggle this option to Off to disable the ) it e - i 2
SChedu|ed upload TO I'eCOI'lfIgUI’e the SChedU|e SettlngS, thIS Site Configuration=Site>Headquarters=Server-Room=Firmware upgrade -
option must be turned off. B Headquarters Croose frmware
B Server- Module name Module version Hardware version Current firmware file Firmware file
After the first upload, the Next Run Time field will display when the next upload will o
take place. After every upload, the Result hyperlink will be made available for review. e
cpbmzaton

RF optimization Schedule seftings

Device sefting @ Run
Uploading © Specify week
configuration @ Spoc by

Firmware upgrade 3
Undefined AP § -
Day: | |Mon Tue Wed [ |Thu [ |Fri [ |Sat Sun

Run status
Offfon
MNext run time:

Status:

Result:

Progress

Copyright©2015 D-Link Corporation.
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Undefined AP

After clicking on Undefined AP in the left panel, the following page will be available. On this page we can view a list of access points that do not belong to a network
configured in any site.

To add an access point in this list to a network, select the check box next to the entry

. . . . . . . - —_—
and click the ™ icon on the top, right of this page. A list of available networks will D|C§J“i;'iﬂmnger @\ EG
be displayed that can be selected for the move. o system Monitor
Configuration=Undefined AP
Headquarters
=
Undefined AP list
W] no. | stats Client Channel Last check-in IP address MAC address | Module name| Version
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On this page we can view and configure settings that are related to the system functionality of the Central WifiManager application.

In the following sections we will discuss these settings in more detail.

After clicking on System in the top panel and Settings in the left panel, the following page will be displayed. On this page there are five tabs with various settings that can be

configured. They are General, Module, Database, Advance and SMTP.

In the General tab, the following parameters can be configured.

Parameter Description
Save Your Login In the Login Settings section, select this option to choose

Settings whether the login session should be remembered or not.
After selecting the None option, the user will be prompt to
login every time a connection to the Web User Interface
(Web Ul) is made. After selecting the 1 week option, the user
session will be kept open for one week. During this time, the
user will not be asked to login again after the initial login was
made except if the user manually logged out.

@ 2015-01-05 13:5. Sign Cut/admin

— — —
WiFiManager @ QM o’ =

Home Configuration System Monitor

System=Settings

Max. Online User In the Login Settings section, enter the maximum amount
of users that will be allowed to access the management
interface at the same time. This value must be between 1
and 10. By default, this value is 5.

Live packet interval In the AP List Packet Settings section, select the live packet

time interval time here. Options to choose from are Auto, 2, 5, 10,
20, and 30.

Time Zone In the Time Zone Settings section, select the correct time
zone option here.

Access Address In the Connection Settings section, enter the Central
WifiManager Server application’s IP address here.

Listen Port In the Connection Settings section, enter the Central

WifiManager Server application’s listen port number here. By
default, this value is 8090.

General | QUGLTEY WOEIELEELS Mramd SMTP

Login settings
Save your login settings ﬂ

Maximum online users: |5 ‘ Maximum numberis 10
eSS

AP live packet settings
[Lwe packetinterval time: ﬂ (Seconds) ‘

Time zone sefting ‘

Time zone: |lGMT+DB 00) Beijing, Chongqing, Hong Kong, Urumgi

Connection setting

Access address ‘ecg,54,214,4g,225 us—west—z.compJ (Domain Name /1P)
Server must be restarted for changes in settings to take effect.

Listening port ‘Eugu ‘ Senice port ‘54755

Service Port In the Connection Settings section, enter the Central
WifiManager Server application’s service port number here.
By default, this value is 64768.

Click the OK button to accept the changes made.

Copyright©2014 D-Link Corporation.
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In the Module tab, a list of access point modules will be displayed in the Module Name section. Every different model of access point that will be managed by the Central
WifiManager Server application, requires the administrator to install the executable module file for that specific access point’'s model name.

For example, on this page we have two kinds of access point modules installed, the (20140701 16:59 & Sign Outiadrmin
DAP-2330 and the DAP-2660. This means that we can have multiple DAP-2330 and D|Centml — @ 7= 0 = 0
DAP-2660 access points installed on the network, but only required to install two B aangar S =

Configuration System Monitor

modules. One for each type of access point.

Setlings System=Settings

VTR o .. ) )
NOTE: The module executable files for all the access points, supported in the e | | K Rl Bl
application, can be downloaded from the D-Link website.  Online Checking for The Latest Version
Checking for the latest module and Firmware version
More information about the installed access point modules can be found in the
Module Information section.
Module Name Madule Information
To keep the installed modules and firmware versions for access points up to date, DAP-2330 U | i
click on the Check Now button. DAP-2560 Modue Name:  DAP3330
CIICk the OK button tO accept the ChangeS made Description: AP Manager Module v1.01r08 (2014/06/24)
Product Version: 101
Online Check Version X Support Band: 2.4GHz
I T T e T T
W
%, DAP-2330 A 1.01
DAP-2660 A 1.05

Copyright ©2014 D-Link Corporation.

After clicking on Check Now, the following page will be available. On this page the
application will check if the installed access point modules are up to date.
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After clicking on the Database tab, the following page will be available. On this page we can view and configure how this application backs up or restores the database
information and at what time intervals this should take place. In the Database tab, there are two sub-tab pages called General and Backup.

In the General sub-tab, the following parameters can be configured.

Parameter Description
Enable auto backup Select this option to enable the automatic backup feature of
the application’s database.

Auto backup interval Enter the automatic backup interval time, in days, here. By

time default, this value is 7 days. To remove the old database
backed up information after the new database was
successfully backed up, select the ‘Old data will be deleted
once the automatic backup process finishes’ option and
enter the pending days value in the text box. By default, this
value is 7 days.

Data backup In this field the path to the backup directory will be displayed
directory for reference.

Click the OK button to accept the changes made.

(D) 2015-01-05 14:22 § Sign Outllovi

C E— = =
Der——vn i L+ i

Home Configuration System Monitor About

Settings System=Settings

General | Module JESEELEELRY Advanced § SMTP
General | Q==

Data will be collected in the background while the server is running.You can set up auto backup as data will increase substantially over time.You
can also setup to have data deleted after backup is done

Enable auto backup

Auto backup interval nmeDagp’s
0Old data will be deleted once the automatic backup process ﬂmshesDays
Data backup directory:\Serve\APP_DATAND-Link

Copyright©®2014 D-Link Corporation.
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Database

In the General sub-tab, the following parameters can be configured.

Parameter Description

Backup In this section we can manually backup the system data to
the computer accessing the Web interface. Click Backup
Now to initiate the manual backup. The backup file is a

(©2015-01-05 14:29 R Sign OutlJovi

Central . = =
D| gjr:Friac'\\Annogar QQ 0 0

Configuration System Monitor About

Settings System=Settings

PostgreSQL file with the file extension of SQL. -m-
" N N " General § Module ESEEGEELREN Advanced § SMTP
Restore In this section we can manually navigate to a backed up file
and restore those settings to this application. Click Browse  ceners | Y
al"ld naVIgate tO the pl’eVIOUS|y backed Up SQL ﬁle and then You can backup system data as well as restore from a previously saved one here
click Restore Now to initiate the restore. Eackip
Backup to local hard drive
Click the OK button to accept the changes made.
Restore
Choose backup file

OK

Copyright©2014 D-Link Corporation.
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After clicking on the Advanced tab, the following page will be available. On this page we can view and configure advanced time settings for some features hosted by this
application.

The following parameters can be configured.

Parameter Description

(D 2015-01-05 17:19 & Sign Outiovi

Set timeout Enter the maximum time allowed for settings to be made in Central — o 3
this application. This is the time from the click of a button until D| R aacgor 1@{ Donﬁ;mﬁfn S_v?_e'm - g
the request was received by the server. By default, this value - SRR e
is 5 seconds.
Reboot time Enter the time the Web application will wait after a reboot
’:ﬁ'qUGSt was send by the server to access points. By default, e
is value is 50 seconds. Por :
Configuration Enter the time the Web application will wait after a Encryption: Dss Dris
update time configuration file update was initiated to access points by the Flenanie authentcation
server. By default, this value is 60 seconds. LSS 1
Factory reset time  Enter the time the Web application will wait after a factory S | —
reset was initiated to access points by the server. By default, i R
this value is 60 seconds. From name I
FW download time  Enter the time the Web application will allow for firmware Reply acdress: ]
downloads initiated by the firmware update check feature. By B L 1
default, this value is 80 seconds. B R
FW flash time Enter the time the Web application will wait after a firmware i : e
flash update was initiated by the server to access points. By
default, this value is 300 seconds.
Timing tolerance Enter the timing tolerance time value here. By default, this
time value is 5 seconds.
Click the OK button to accept the changes made. )

Copyright©2014 D Link Corporation.
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After clicking on the SMTP tab, the following page will be available. On this page we can view and configure the Simple Mail Transfer Protocol (SMTP) settings.

In the Configure Server Settings section, the following parameters can be
configured.

Parameter Description

Mail Server Enter the SMTP server’s IP address or domain name here.

Port Enter the SMTP server’s port number here. By default, this
value is 25.

Encryption If applicable, select the SMTP connection’s encryption
method here. Options available are SSL and TSL. Click
Connect to test if the mail server settings are correct.

Enable Select this option if the SMTP server requires authentication

authentication to successfully send emails.

Username After authentication was enabled, enter the SMTP user
account’s username here.

Password After authentication was enabled, enter the SMTP user

account’s password here.

In the Mail Settings section, the following parameters can be configured.

Parameter Description

From address Enter the sender’s email address here so that the recipient
can recognize who is sending the email.

From name Enter the sender’s name here.

Reply address Enter the recipient’'s email address here.

Reply name Enter the recipient’s name here.

Word wrap Enter the word wrap value here. By default, this value is 80.

In the Mail Test section, the following parameters can be configured.

Parameter Description

Mailbox address To test if the recipient’s email address is active, enter the
recipient’s email address here and click Test.

Click the OK button to accept the changes made.

(D2012-07-01 17:03 & Sign Out/admin

About

S

Configuration

DCentmI — @
‘ WifiManager

Home

o =
System Monitor

Settings

User Manager
General Module | Database § Advanced JIELIIY

— Configure Server Settings

System=Settings

Mail Server: | |

Port: |2 5 |

Encryption: [sst OtsL Cunnedi

[Tl Enable Authentication

Username: | |

Password: | |

— Mail Settings

From Address:

From Name:

Reply Name:

|
|
Reply Address: |
|
|

Word Wrap:

— Mail Test

MailBox Address: | | Test J
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User Manager

After clicking on System in the top panel and User Manager in the left panel, the following page will be displayed. On this page we can view, create and configure user
accounts. There are five kinds of user accounts that can be created to access the Central WifiMlanager Server application.

In the User List section, a list of user accounts will be displayed. (20140709 17:04 &, Sion Outiadmin
Central L5 o
. D| WifiManager @ H
Click the © button to add a new user account. o Cosgitin ol
Click the & icon to modify an existing user account. SELE SRR
. 1 .. User Manager
Click the ™ icon to delete an existing user account.

All Users(2) | Root Admin(1) | Root User(0) | Local Admin(0} | Local User(0) | Front Desk Staff(1) |

User List (4] J i

Privilege CreateDate Resume
admin Root Admin 2012-08-03 03:34:46 default user E
L] front Front Desk Staff 2014-07-08 10:55°50 Em

2 total 1/1 Page
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Create User Account

After clicking the o icon, the following page will be available. On this page we can
configure the following parameters.

Username Enter the username for the new user account here. This D‘Cen_tf_ﬂ' S .a. =
name must be between 4 and 64 characters long. Rdancoer i s
Password Enter the password for the new user account here. This Setings T T — '
password must be between 4 and 64 characters long. User manager
Privilege Select the privilege level that this user account will have. Usemame: ] Waimurm length: 64 charactars

Options to choose from are Root Admin, Root User, Local
Admin, Local User, and Front Desk Staff.

Password : o |

E-mail Enter the email address that will be associated with this user Frvlees: LT =
account here. E-mal | |
Description Enter a more detailed description for this user account here. R 2

Click the OK button to create the user account.
Click the Reset button to clear the information entered in the fields of this form.
Click the Cancel button to discard the changes made and return to the main page.

Maximum length: 50 characters

0K Reset Cancel

Copyright©2014 D-Link Corporation.
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By Access Point

After clicking on Monitor in the top panel and Association in the left panel, the following page will be displayed. On this page we can view a report of all the access points
and wireless clients managed by this application. Three association reports can be generated By Access Point, By Wireless Station, and By Station Number.

On this page a report was generated By Access Point. This report can be refined by
selecting the Group (Site), from the first drop-down menu, and also then selecting the
network in the second drop-down menu.

Click the - = ) button to regenerate this report.

In the Access Point table the list of access points, managed by this application,
will be displayed. Information like the Module Name, MAC Address, Channel, IP
Address and HW Version is displayed for each access point.

In the Station Detail table the list of wireless clients, connected to the access points,
managed by this application, will be displayed. Information like Date/Time, MAC
Address, Alias, IP Address, SSID, Band, Authentication, RSSI and Power Save
Mode is displayed for each wireless client.

Click the | ®=  button to export the contents displayed in these tables to the computer
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.

D Central
| WifiManager

Report

¢

Configuration

Lo

System

i)

Home

Monitor-Report=Association

Association
Security
Channel
Rogue AP
Syslog
Monitor manager
Monitor list
B
B Type
Standard
Private
E Condition

Condition
Manager

B Condition List

By access point

By wireless station By number of stations

Gruup‘ Site El.»\l\ groups
Access point
Lo ]

Module name MAC address Channel IP address Hardware version

sl DAP-2360 C4AB1D948E28 1 192.168.0.203 B

DAP-2690 9CD643290490 G/64 192.168.0.206 B

sl DAP-3662 003662128400 44 192.168.0.208 A

[El DAP-2695 002695128470 6/36 192.168.0 205 A

=] DAP-2553 EC2280B61B78 u 192.168.0.207 B1

[Fl DAP-2660 7062B850D260 11100 192.168.0.201

DAP-2310 C4A81D91B110 1 192.168.0 204 B

7 total 1/1 Page
Station detail
Power
Date time MAC address Alias IP address SSID Band Authentication | RSS!

save mode|
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By Wireless Station

On this page a report was generated By Wireless Station. This report can be refined 0 iagmin
by selecting the date and time From and To, and then selecting the Type, either By D | Central ,@\ Qf‘ 'O'

MAC Address or By Alias, and also additionally entering Key Words in the text box B aaager _ T oo et

prOVIded Report Monitor=Report=Association ) -

it o ) bt t recemenate e reson o
L g p ) Channel
i From 20150105 |[1[=]{35[=] To [2015-01-05 |[18[=] {37 [] Tvme [By MAG address [=] Keyworas | Q 7 I |
In the table a list of wireless client connections, connected to the access points, Sysiog ! : ] F——
. . . . . . . . = Date time MAC address Alias IP address SSID Band Authentication RSSI

managed by this application, will be displayed. Information like Date/Time, MAC mode
- - . Monitor manager 2015-01-05 18:35:16  ADBBB4E4D508 192168.0.100 WiFiManager50 6GHz  WPA2-Personal 84 OFF
Addre.ss, _Allas’ IP Address’_SSID’ B_and’ AUthentlcatlon’ RSSI and Power Save Monitor list 2015-01-05 18:35:16  20A2E424BBY5 192168.0.120 WiFiManager5s0  5GHz ~ WPA2-Personal 73 OFF
Mode is dlsplayed for each wireless client. 2015-01-05 18:35:16  EOF5C602DB60 192168.0.101 WiFiMlanagers0 ~ 5GHz  WPA2-Personal 84 OFF
EE 2015-01-05 18:35:18 001302696071 192168.0.108 WiFiManager50  5GHz  WPA2-Personal 92 OFF
St 2015-01-05 18:35:16  DOEEBDTCO589 1921680199 WiFiManager50  5GHz  WPAZ-Personal 70 OFF
Click the | I . button to export the contents dlsplayed in this table to the Computer ee 2015-01-05 18:36:16  20A2E424BRI5 1921680120 WiFiManagers0 ~ 5GHz  WPA2-Personal 70 OFF
. .. . . . . e 2015-01-05 13:36:16  AQSSB4EADS08 192168.0.100 WiFiManagers0  5GHz ~ WPAZ-Personal 84 OFF
accessmg this mterface- This export SUppOl’tS the f0”0W|ng flle formats, TXT! PDF B Condition 2015-01-05 18:36:16  EOFSC602DBBE0 192.168.0.101 WiFiManager50  5GHz ~ WPA2-Personal 76 OFF
and Excel. Condition 2015-01-05 18:36:16  DOEEBDTCO589 19021680199 WiFiManager50  5GHz  WPAZ-Personal 67 OFF
TR 2015-01-0518:36:18 001302696071 1921660108 WiFiManagers0  5GHz  WPAZ-Personal 92 OFF

E Condition List

10 total 1/1 Page
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By Station Number

On this page a report was generated By Station Number. This report can be refined

by selecting the date and time From and To, and then selecting the Group Type D|Centrnl - @ Fo Ry 'O'
(Site), in the first drop-down menu, and then selecting the network in the second Eanager — rﬁ oo =
drop-down menu Report Monitor=Report=Association : -

ek the B8 bution to recernerate s renor o e
L g p ) Channel
From [2015-01-05 |10 [=]{30[=] To [201501-05 | 10 [= {35 [=]roup tive [site [=] A1 groups [=]
Rogue AP
In the table a list of access points will be displayed, by station number, if they have Sysiog | Q | |
active wireless client connections, connected to the access points, managed by _!
. . . . . - - . Moniti
this application. Information like Date/Time, IP Address and Station’s Number is B 20150105 103137 192.168.0.205 3
displayed for each station. 2016-01-05 10:32:37 192.168.0.205 3
B Type 2015-01-05 10:32:37 192.168.0.201 3
In the line graph, a graphical representation of the Station Number over time will be el 2015-01-05 10:33:37 192.168.0.205 3
displayed per IP address. e :Ta'e 2015-01-05 10:33:38 192.168.0 201 3
ondition
Condition 2015-01-05 10:34:33 192.168.0.201 3
. . . . B0 2015-01-05 10:34:37 192.168.0.205 3
Click the | &= button to export the contents displayed in this table and chart to the B Condition List

computer accessing this interface. This export supports the following file formats;
TXT, PDF and Excel.

0192168 0.205
0192168 0201

Station Mumber

2015-01-05 10:33: 3845
2015-01-05 10:34. 3745

2015.01.05 10:30:37
2015-01-05 10:31:37
2015.01.05 10:33:374¢

2015
2015
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After clicking on Monitor in the top panel and Security in the left panel, the following page will be displayed. On this page we can view a report of the wireless security
configurations of all the access points managed by this application. Security reports are displayed by Chart or by List.

On this page a Chart report was generated displaying all the available security levels
on the access points managed by this application. This report can be refined by

D Central . @ Q =
‘ WifiManager St

selecting the Site, in the first drop-down menu, and then selecting the network in the N :
Home Configuration System Monitor
second drop-down menu. Report Monitor=Report=Security
Association
ok the [ - -
Click the - = | button to regenerate this report. e ’ .
cannet = || &
Rogue AP = = -
This report counts the available amount of SSIDs hosted by the access points in the systos
network and then evaluating which security level they are configured at and then SHEUY I
. . . . . Monitor manager
presenting them graphically in this chart per security level. P .
& E— - e
. III . . . B Type 1 =§ miafv;wmfzpr PSK + THIP
Click the | == button to export the contents displayed in this chart to the computer il B VP < A2 PG+ WP - AES At
. . . . N . Standard & = H
accessing this interface. This export supports the following file formats; TXT, PDF . | - R
Private g 0B WPA ~APA2 - EAP + THIP + AES Auto
and Excel El Condition EA 13 VPA - VWPAZ - EAP - AES
Condition
Manager = 7
El Condition List E sl
%
w 54
.
i
2
2l
N
L 1 2 3 4 5 5 7 B 9
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On this page a List report was generated displaying all the SSIDs hosted by the O 201501
access points managed by this application. This report can be refined by selecting the D|Centrol - @ -C!-

Group Type (Site), in the first drop-down menu, and then selecting the network in the WifiManager

second drop-down menu.

Configuration System Monitor

Report Monitor=Report=Security

Association

Click the - < button to regenerate this report. Seeun |
Channel
Rogue AP
Information like SSID, Module Name, MAC Address, IP Address, Authentication, Syeiog ‘ o (o] Cesrmsl| e | s | e | s || e ||
- - - . . & version
Encryptlon’ Secu"ty Level! Band and HW Version is dlsplayed for each SSID. ¥ WiFiManag.. DAP-2662 003662128400 102.162.0.208 WPA2AUTO-Pe.. enabled auto 5GHz A
xnmtmlm?nager Goto CWM5  DAP-3662 003662128400 192.168.0.208  Open System disable auto 5GHz A
onitor hs
. . . . ¥ WiFimanag.. DAP-2553 [EC2280B61B78 192.168.0.207 WPA2-AUTO-Pe... disabled we 24GHz B1
CIICk the - IL B bUtton to export the Contents dlsplayed in thls table to the Compl‘Iter GOto CW:ZAI DAP-2553 EC2280B61B78 1921680207  Open System enable aut: 24GHz B1
accessing this interface. This export supports the following file formats; TXT, PDF diliee © WiFimanag.. DAP-2600 OCDB43200490 1921680206 WPAZAUTO-Pe..  enabled auto 2462 B
d Excel Standard GOto CWM24 DAP-2690  9CDE43290490 192168.0.206  Open System enable auto 24GHz B
an ' Private ¥ WiFiManag.. DAP-2600 OCDE43290400 102.162.0.2068 WPA2AUTO-Pe.. enabled auto 5GHz B
= Condition Go to CWM5 DAP-2690 9CDB43290490 192.168.0.206 Open System enable auto 5GHz B
Condition ¥ WiFimanag.. DAP-2310 C4AB1D91B110 192.168.0.204 WPAZ2-AUTO-Pe.. disabled wep 2.4GHz B
Manager GOto CWM24 DAP-2310  C4A31D91B110 1921680204  Open System enable auto 2 4GHz B
&=l Condition List ¥ WiFimanag.. DAP-2660 7062B850D260 1921680201 WPA2-AUTO-Pe .  enabled auto 2 4GHz A
GOto CWM24 DAP-2660  7062BS850D260 1921680201  Open System enable auto 24GHz A
¥ WiFiManag. DAP-2660 7062B850D260 192168.0.201 WPA2AUTO-Pe .  enabled auto 5GHz A
GotoCWMS  DAP-2660  7062B850D260 192.162.0.201  Open System enable auto 5GHz A
¥ WiFimanag.. DAP-2695 002695128470 192.168.0.205 WPA2-AUTO-Pe.. enabled auto 24GHz A
GOto CWM24 DAP-2695 002695128470 192.168.0.205  Open System enable auto 24GHz A
¥ WiFiManag. DAP-2605 002605128470 1921680205 WPA2-AUTO-Pe .  enabled auto 5GHz A
Goto CWM5  DAP-2695 | 002685128470 1921680205  Open System enable auto 5GHz A
¥ WiFimanag.. DAP-2360 C4AS1D948E28 1921680203 WPA2AUTO-Pe . disabled wep 24GHz B
GOto CWM24 DAP-2360 C4AZ1D043E28 102.162.0.202  Open System enable auto 2.4GHz B
¥ WiFimanag.. DAP-2662 003662128400 102.162.0.208 WPA2AUTO-Pe.. enabled auto 2.4GHz A
GOto CWM24 DAP-3662 003662128400 192.168.0.208  Open System disable auto 24GHz A
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After clicking on Monitor in the top panel and Channel in the left panel, the following page will be displayed. On this page we can view a graphical chart report of the wireless
channel usage per frequency band.

This report can be refined by selecting the Group Type (Site), in the first drop-down

menu, and then selecting the network in the second drop-down menu. D Central @ ol 'O'
‘ WifiManager
e Home Configuration System Monitor
Click the - = ) button to regenerate this report. Repor Monitor-Report-Channel
. . 2:2;:““ Group type| Site jIA\Igroups j L : L |1| ]
In the first chart report, we can view the channel number count for the 2.4GHz
' Channel 2 4GHz channel usage
wireless frequency band. e . Shannd]
Syslog =
In the second chart report, we can view the channel number count for the 5GHz
wireless frequency band. e £
Monitor list =
I
Click the | ®= | button to export the contents displayed in these charts to the computer =™ 51
. . . . N . Standard T
accessing this interface. This export supports the following file formats; TXT, PDF e
and Excel E Condition ] — 0 5 = F: 7 g = = g T 5 = =
Condition
Manager
E Condition List 5GHz channel usage
- Channel
10 -
5.
o 4
b + 1 1 1
[::_ B 44 64 Trﬁ
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After clicking on Monitor in the top panel and Rogue AP in the left panel, the following page will be displayed. On this page we can view information about new, rogue, valid
and neighboring access points. The purpose of this page is to scan for access points in the network and then to classify them into categories.

In the New AP tab, we can view a list of new access points in the environment. (©2015-01-06 142 & sig
Access points displayed here have been detected by access points in our network D |Centrol - . @ o= 'O'
and were classified as new access points. e aacgar ek ;
Home Configuration System Monitor
; Report Monitor=Report-Rogue AP
Click the - | button to scan for unclassified access points within the range of the fascemn | )
access points connected to our network. — (& ) ot |
Rogue AP
Click the | ®= | button to export the contents displayed in this table to the computer S
. . . . . . jonitor
accessing this interface. This export supports the following file formats; TXT, PDF e —
and Excel Monitor list
= Type
Standard
Private
= Condition
Condition
Manager
[ Condition List
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After clicking the [ & | button, the following page will be available. On this page we .
- o . s . Central o

can initiate a scan for unclassified access points within the wireless range of access D| WiiManager '@‘ o

points connected to our network. e Configuration System

Report-Rogue AP
Click the Detect button to initiate the scan. (Rt bR Deteat |

Security

Channel m Sort AP

Rogue AP

Syslog

Monitor manager
Monitor list
= Type
Standard
Private
B Condition

Condition
Manager

B Condition List
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After clicking the Detect button, the following page will be available. On this page we 20150108 sign Outagmin
can select an access point, in our network, that will be used for the scan. D Central ,@\
‘ WiFiManager
. . . Configuration System Monitor
After selecting an access point, click the OK button to start the scan. o LY
Click the Cancel button to cancel the scan and return to the main page. Association
m BECS | Detect |

Security

Channel m =

koAl Select device

Syslog

[«J(>]

Monitor manager
e
S T prvorsin ||
© 192.168.0.205 DAP-2695  255.265.255.0 002695128470 A

© 192.168.0.201 DAP-2660 255.255.255.0 7062B850D260 A

B Type e
Standard @ 1921680203 DAP-2360 2552552550 C4AB1D948E28 B
FLG © 192.168.0.204 DAP-2310  255.255.255.0 C4A31D91B110 B
E Condition E
O 1921680206 DAP-2690 2552552550 9CDB43290490 B
Condition
Manager D 192.168.0.207 DAP-2553 2552552550 EC2280B61B78 B1

E Condition List ) 192.168.0.208 DAP-3662 2552552550 003662128400 A

Cancel
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After clicking the OK button and after the scan was completed, this page will be

available. On this page a list of unclassified access points within the wireless range of

the previously select access point in our network will be displayed.

To classify access points in this list, select the check box next to the entry, click the

fﬂ] button and select the classification category from the list. Options to choose
from are New, Rogue, Neighborhood and Valid.

To filter the display entries in the table to only display a certain category, select the
Type option from the drop-down menu. Filter display options are All, New, Rogue,
Neighborhood and Valid.

Click the OK button to classify the selected access points into the category selected.

Click the Cancel button to cancel the process and return to the main page.

| Central " @
| WifiManager

I -0
Association
BES  Detect
S | stept iy Detect |
Channel
Sort AP
S =
Sysiog P |T\"p__\law
—
Monitor manager
Mot ﬂ_n___l
_ O new C4AT1DBAFFEC G Connected Home Center
O new 1 C4AZ1D90CDS0 N WiFimanager240 &=
LR O new 1 EC2280B861B78 N WiFimanager240
Private
I O new 1 C4AZ1DBACI0C G 024 =
Condition O new 6 9CDE43290430 M WiFimanager240
Manager
e O new 8 FBEQ03COCDA4 G macoffice
F1 Condition List
O new 6 BC198FD1443C G EEDemo
O new 6 BC198FC44310 G B80neutrino24
O new 5] 351FA135D605 G Airport Extreme:
O new 6 40167EA35360 G uFish-ACE3U
O new 9 CCB255075C69 G dlink-845
O new 6 C3BE1972FCCE N Appie Tonic
O new 10 CBBE1906CES3 N dlink-CES3
O new 11 706288690764 G Todd-DIRSEEL bt
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Rogue AP

In the Rogue AP tab, we can view a list of access points in the environment that have Q20150108
been detected by access points in our network and were classified as rogue access D Central @ o 3y 0
points | WifiManager -4
’ Home Configuration System Monitor
o Report Monitor=Report=Rogue AP
Click the I-:1 button to scan for unclassified access points within the range of the e &[]
access points connected to our network. Seeum (%% ] )
Rogue AP
Click the | “=  button to export the contents displayed in this table to the computer SYEod LG S Ssi
. .. . . i 1 D&FEE32385D8 N dlink-B5D8
accessing this interface. This export supports the following file formats; TXT, PDF F—— 5 TR & e
and Excel. L 1 001497033418 N DCHG_3418
= Type
Standard
Private
E Condition

Condition
Manager

= Condition List
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Valid AP

In the Valid AP tab, we can view a list of access points in the environment that have

been detected by access points in our network and were classified as valid access D Central @ H$ =
points ‘ WifiManager -4
) Home Configuration System Monitor
; Report Monitor=Report=Rogue AP
Click the -3 button to scan for unclassified access points within the range of the i s Ar
access points connected to our network. sty (%] ]
Rogue AP
Click the | “=  button to export the contents displayed in this table to the computer e ELE il Sl el
. . . . X 6 DOCAFE000010 G UFish-880L
accessing this interface. This export supports the following file formats; TXT, PDF Jontor manager o R 5 e
and Excel. B 9 FBE9DIC3AIDA G 868newLl
9 0004EDDTAEF4 G super0705
b 9 T8542EFDCEDS G
e 11 COADBBCFE3AC G Apple Wartini 868
Standard
Private
= Condition
Condition
Manager

B Condition List
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Neighbor AP

In the Neighbor AP tab, we can view a list of access points in the environment that
have been detected by access points in our network and were classified as neighbor D|Centrol - @ o ﬁ 0

access points. WifiManager ) :
Home Configuration System Monitor
o Report Monitor=Report=Rogue AP
Click the I-:1 button to scan for unclassified access points within the range of the e &[]
access points connected to our network. Seeum (%% ] )
Rogue AP
Click the (] button to export the contents displayed in this table to the computer SYEod G o Ssit
. .. . . . 3 COAOBBFBDED0 G ray868-240hz
accessing this interface. This export supports the following file formats; TXT, PDF F—— o S & S
and Excel. L 5 4BFBBICAE494 G Play Ground
1 000326503640 N DAP2660_Security_24
11 FBEQ03B4F1D0 G dlink-820LNG
L 1 C4AB1DSAC108 B DAJAP2A
S 1 78542E88FDAT G DIR-600_richard
Privale 11 COAOBBFBDDFO G Gin Tenic
E Condition 2 T062BBA3015C G myWiFi015A
Condition
Manager

= Condition List
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SyslLog

After clicking on Monitor in the top panel and SysLog in the left panel, the following page will be displayed. On this page we can view system log entries generated by events
that occurred on the network and events that occurred on the Central WifiMlanager Server application.

Click the | ®= ' button to export the contents displayed in this table to the computer

. - . . . Central o 3
accessing this interface. This export supports the following file formats; TXT, PDF D| WiEiM Nk o]
iIFiManager —
and Excel. Home Configuration System Monitor
Report Monitor=Report=Syslog
Association [—
Security L lll J
Channel Time stamp Bender Description
o iE 0 5 2014-08-12 17:04:21 118.167.25.94 R g ; . ) T .
Sxlog [00:26:95:12:84:70] [Wireless] 56 Association Success:STA
s 0 6 2014-08-12 17:14:26 118.167.25.94
[T rossaciosts
WMonitor manager [00:26:95:12:84:70] [Wireless] 5G:4-way handshake star:ST
0 6 2014-08-12 17:14.26 118.167.25.94
Monitor list Aa0:88:bd:ed:d508
[00:26:95:12:84:70] [Wireless] 5G.4-way handshake succes
0 5 2014-08-12 17:14:26 118.167.25.94
5:5TA a0:88:b4:e4:d5:08
= Type
[00:26:95:12:84:70] [Wireless] 5G:Association Success:STA
Standard 0 6 2014-08-12 17:14:49 118.167.25.94
AQ:88:B4E4:D5:08
et [00:26:95:12:84:70] [Wireless] 5G:4-way handshake startST
0 6 2014-08-12 17:14:49 118.167.25.94
= Condition A a0:88:b4:e4:d5:08
Condition [00:26:95:12:84:70] [Wireless] 5G 4-way handshake succes
et 0 B 2014-08-12 17:14:49 118.167.25.94
5:5TA a0:88:b4:e4:d5:08
B L [00:26:95:12:84:70] [Wireless] 5G:Association Success:STA
0 6 2014-08-12 17:32.05 36.225.38.82
84:7TA:88:6C:48:18
[00:26:95:12:84.70] [Wireless] 5G.Association Success STA
0 6 2014-08-12 17:36:33 362253883
84.7A88.6C 4818
[00:26:95:12:84:70] [Wireless] 5G:4-way handshake start ST
0 6 2014-08-12 17.36:39 36.225.38.83
AB847a88:6c48:18
[00:26:95:12:84.70]) [Wireless] 5G.Association Success STA
0 6 2014-08-12 17:36:39 36.225.38.83
84:7A:88:6C:48:18
[00:26:95:12:84:70] [Wireless] 5G:4-way handshake start ST
0 6 2014-08-12 17:36:40 36.225.38.83
AB47aB86c48.18
[00:26:95:12:84:70] [Wireless] 5G:4-way handshake startST
0 6 2014-08-12 17:36:41 36.225.38.83
AB47aB8Gc48:18 -
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Monitor Manager

After clicking on Monitor in the top panel and Monitor Manager in the left panel, the following page will be displayed. On this page we can view, create and configure
monitoring watchdog entries to specifically monitor certain events that take place on certain devices.

On this page, a list of monitor manager watchdog entries are displayed.
D‘Centml e @ 0 =
H . lu.F.M
Click the © button to create a new monitor manager entry. ikl e .;f,nﬁqm,,on s
Click the ' icon to modify an existing monitor manager entry. I ontor-Montr-Moritor manager

Association

Click the I icon to delete an existing monitor manager entry. oy

Channel

Modify Delste
Rogue AP E’

o
Syslog H E
Monitor manager
Monitor list
crPU
2690
B Type
Standard
Private
E Condition

Condition
Manager

B Condition List
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Create Profile

After clicking on the add L icon, the following page will be available. On this page we can create or configure a monitor manager watchdog entry.

In the Profile Settings section, the following parameters can be configured:

Parameter Description E:
Profile Name Enter the profile name here. This name will be used to D|Cen_tf_0| — @
identify the entry in the list. R tcacger

@ 2015-01-06 15:51 : Sign Out/admin

oS = 0

Home Configuration System Monitor

Device (IPv4 Click in the text box to view a list of access points associated

 Report

Maonitor=Monitor=New maonitor

Address) with our network. Select an entry and click OK to add it to Association
this field. Ly Frefe setings
SNMP Version This field will display the SNMP version that will be used for :::DZZ'P Profiename:*[ ]
this entry. By default, the version is SNMPv2c. i ]
Public String Enter the public SNMP string name here. By default, this WP vesion: el ]
string is public. i Public sting: E
Port Enter the port number that the SNMP agent will use to & Pt fgr |
receive request messages. By default, this value is UDP port . e ——
number 161. M Inerval tmets): 30 seconds =]
Timeout Enter the message timeout value here. By default, this value FREE m
is 30. E Condition Monitor items
Interval Time(s) Enter the interval time value here. By default, this value is 30 sy Montorgem *[ ]
seconds. = Condiion List Datatywe  [Absoiutz[=]
cemEmE L |
In the Monitor Items section, the following parameters can be configured: wntsting [ |
Monitor Item Click in this text box to view a list of monitor items available )

for selection. Select a monitor item from the list. Options
available for selection are TransmittedByte-2.4G,
ReceivedByte-2.4G, TransmittedByte-5G, ReceivedByte-
5G, and CPUUtilization.

Select the data type here. Options to choose from are
Absolute and Relative.

Channel Name Enter the channel name here.

Unit String Enter the unit string here.

Scale Enter the scale value here.

Multiply Enter the multiply value here.

Data Type

Click the Submit button to accept the changes made.
Click the Reset button to clear out the information entered in the fields above.
Click the Cancel button to discard the changes made and return to the main page.

Copyright©2014 D-Link Corporation.
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Monitor List

After clicking on Monitor in the top panel and Monitor List in the left panel, the following page will be displayed. On this page we can view a graphical chart of the monitor
manager watchdog events create on the previous page. The list of created events will be displayed under the monitor list option in the left panel.

In this example, we created a monitor manager event called Access-Point-1. (20150105 an Outiadmin
Central . @\ Q = a
: . D | wifim Oonbe =
Click the @ button to run the monitor event. i Home e o e Monitor
Click the [®] button to stop the monitor event. Honitr-Honitr-Hotor st
Agsociation
Security E]El L |1| ]
Click the | = | button to export the contents displayed in this table to the computer Chanrel
accessing this interface. This export supports the following file format; PNG. R pelececErople None St Heady
1 IP Address
I*;1cnrntur 25
Monitor manager IEI
Monitor list
CPU
2690
B
B Type

Standard
Private
E Condition

Condition
Manager

Unit string

E Condition List
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Monitor List

After clicking the @ button, the monitor manager event will run and real-time updates

will be displayed in the chart. D ———m o

Configuration System Monitor

In this chart, we monitor the transmitted data of the 2.4GHz frequency band of the - EEEEEEEEER
access point with the IP address of 192.168.70.50 at 30 second intervals using R

ecuril ’ Ill
SNMPv2c and the public string. inanntl DE] ' -

Rogue AP Selected Profile:>CPU status:Running
Syslog

Click the | ®=  button to export this chart. This chart will be exported as an image file - Time
W|th the f||e format Of PNG Monitor manager

Monitor list 11

CPU

Click the | ®=  button to export the contents displayed in this table to the computer o
accessing this interface. This export supports the following file format; PNG. i

E Type

Standard 10
Private E
=]
E Condition

Condition
Manager

B Condition List

7.34:54
38:24
i

1
1

2014-11-0317:40:24

2014-11.03 17:37:54
2014-11-03 17:38:24
2014-11-03 17:38:54
2014-11-0317.

14-11-03 1

2014-11-03 17:34:24
14-11-0
4.
2014-11-03 17:35:54
14-11
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After clicking on Monitor in the top panel and Event > Type > Standard in the left panel, the following page will be displayed. On this page we can view standard event type
messages generated based on the Event & Notice Settings configuration. A standard event is an event that can occur on all devices managed by the Central WifiManager
Server application.

In the table, we can choose to display events based on the filtering criteria selected or we can choose to display all events generated.

To filter the events displayed in the table, the following parameters can be configured:

Parameter Description

(52015-01-05 168:04 § Sign Outladmin

Date Select the starting date by clicking in the first text box Central - ,@\ o @ L3 o
available and select the starting date from the option [ ancger o B S el
available. Do the same for the ending date selection in the Tl MonitorsEven
second text box. Sk Datef2015.0106 20150106 Eventlevelfan  [w/|Node IF Keyword! Q[ An

Event Level Select the event level from the drop-down list provided. ;a”'; - el 4l a
Options to choose from are all, critic, error, warning, and i =
notice. Sysiog .

Node IP Enter the node’s IP address here. [ S e T

Keyword To display only entries that contain a certain keyword, enter ooy O 1 codsn sandvp Nows  Zenmmus  sasess SEEIEEATIS 6
that keyword in this text box. i e ke

- e The sending protocal entity has rein

Click the 3] button to display only the entries based on the criteria entered. Standard O 2 CodStat Smndardymp Netice — 20141220 183007 3622544187 ::Iﬁ':mm:;m;?s::i.mn:"f; o

Click the [an] button to display all standard events that have taken place. ,q iy SREEE SR

Click the - ™ | button to create a new standard event and notice.

Click the | 4 button to export the contents displayed in this table to the computer
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.

Click the big [} ] button to remove all entries from the event table.

Click the small I button next to a specific entry to remove only that entry from the
event table.

The sending protocol entity has rein
S ; ftislized indicating that the agentsc
Managsr (i ColdStart  Standard trap Motice 2015-01-05 11:47:40 118.167.30.184 ;i i 5 i}
onfiguration nor entity implementati
an may be altered.
The sending protocol entity has rein
_ itialized, indicating that the agent's ¢ —
) ColdStart  Standard trap  Motice 2015-01-05 15:03:20 118.167.30.104 ) i 1 ix ]
onfiguration nor entity implementati

an may be alterad.

F Condition List

fest

4 records current page-1/1
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After clicking the ' ¥ | button, the following page will be available. On this page, we can configure the standard SNMP event and notice settings that will be used to display
messages on the Standard page, when that type of event has occurred on the network. For a complete list of standard traps that are supported by this application, refer to

“Appendix B - Standard & Private Trap List” on page <OV>.

In the Event tab, the following parameters can be configured:

Parameter Description

Event To modify an existing standard trap, select it in this

section. After selecting an existing trap, its parameters will
automatically be entered in the Event Settings section for
modification. To create a new trap, do not select any event in

this section.

SNMP Version Select the SNMP version that will be used for this trap here.
Options to choose from are SNMPv1 and SNMPv2c. When

modifying an existing trap, this field cannot be changed.

Enter the event’'s name here. This name will be used to
identify the event in the table mentioned before.

Event Name

Generic TRAP Types Select the generic trap that will be used for this new
trap here. Options to choose from are Coldstart(0),
WarmsStart(1), LinkDown(2), LinkUp(3),
AuthenticationFailure(4), EgpNeighborLoss(5), and
EnterpriseSpecific(6). When modifying an existing trap, this
field cannot be changed.

Status Select to Enable or Disable this specific trap here.

(0]]»] Enter the Object Identifier (OID) number for this trap here.
When modifying an existing trap, this field cannot be
changed.

Description Enter the trap’s description here.

Level Select the level for this trap here. Options to choose from are

Critical, Error, Warning, and Notice.

Click the New button create a new trap event.
Click the Save button to accept the changes made.
Click the Delete button to delete the selected trap.

(92015-01-06 16:31 & Sign Out’admin

L = 0

g Central
D| WifiManager @ Q

Home Configuration System Monitor
Report Report=Event=Event & notice settings
Association
Security W
Channel Event Event settings
Rogue AP E StandardTrap i e ariin @B
Syslog ColdStart
WarmStart Eventname [
Monitor manager LinkDown Generic TRAP Types [Colastart)  [+]
Wonitor list LinkUp B .
AuthenticationFailure s ®Deate @ comnte
B Type EgpNeighborLoss oD ‘
Standard ColdStart(SNIMPy2) DEsGiion
Private WarmStart(SNMPvZ)

= Condition LinkDown{SNMPv2)
LinkUp{SNMPv2)

AuthenticationFailure(SNMPv2)

Condition
Manager
B Condition List
EgpMeighborLoss(SMNMPv2)
test
Enterprisespecific

B Private

DWP-2360bdeAuthentication

DWP-2360bstationDisassochotify Level Critical :
DWP-2360bstationAssochotify _
[ rew I cae

DWP-2360bwlaniLinkDown

DWP-2360bweblogoutSuccessful i

I =

Copyright©2014 D-Link Corporation.

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.
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In the Notice tab, we can enable the notification feature when a standard trap event was generated for a specific warning level.

The following parameters can be configured:

Parameter Description (D 20150106 16:40 & Sign Outiadmin
Warning Level Select the warning level here. Options to choose from are D‘Centml - @ Lo o
Critical, Error, Warning, and Notice B aeager
. . _’ 2 - " " Home Configuration System
Send E-Mail After the warning level was selected, select this option to Report O S R
enable the email notification feature for the selected warning Associalion
level. by B -
Recipient Enter the recipient’s email address here. e Yamnglewl )  Exmal noticaton setings
y A Rogue AP (Critical Send e-mail
Sender Enter the sender’s email address here. it Fror Recipient | |
Subject Enter the subject for the message here. Monior arning sender | |
Message Type Select the message type here. Options to choose from are onitor manager otice curjoct | |
Event Level, Event Date/Time, Device Target, and Event Jessage bpe — —
Notice & [ Device target Event notice
. ype
Remark Enter the remark for this message here. S BEpES
Private
E Condition
Click the Apply button to accept the changes made. bl
E Condition List
Click the OK button to accept the changes made. test
Click the Cancel button to discard the changes made and return to the main page.
API-'B‘
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After clicking on Monitor in the top panel and Event > Type > Private in the left panel, the following page will be displayed. On this page we can view private event type
messages generated based on the Event & Notice Settings configuration. A private event is an event that can only occur on specific devices that are managed by the
Central WifiManager Server application. These events are product specific. For a complete list of private traps that are supported by this application, refer to “Appendix B -
Standard & Private Trap List” on page <OV>.

In the table, we can choose to display events based on the filtering criteria selected or we can choose to display all events generated.

To filter the events displayed in the table, the following parameters can be configured:

Parameter Description (D2015-01-06 16:44 & Sign Outadmin
Date Select the starting date by clicking in the first text box (€T — = =
available and select the starting date from the option D | wirimanager :@i ,30,‘“;”;'3“'3” Sglm il
available. Do the same for the ending date selection in the e Monitar>Event '
second text box. - - fRsechn Date{2015-01-06  [{2015-01-06 [Eventlevet{All  [v|Node P Jkeyward] \a} All
Event Level Select the event level from the drop-down list provided. Seamy Mh —
Options to choose from are all, critic, error, warning, and o (@) ])[m])
notice Syslog @ (nNo | Eventname | Eventiype Level Date time Source Description Delete
Node IP Enter the node’s IP address here. B 1 DA:::;::?M Private Criical ~ 2014-12-16 16:46:32 = 2201373535 o
Keyword To display only entries that contain a certain keyword, enter Mo anen e =
H H Monitor list [ 2z ) Private Critical 2014-12-16 16:46:34 220.137.35.35 {1 |
that keyword in this text box. fLinkDown
Click the 3] button to display only the entries based on the criteria entered. i Typ;andam
Click the @ button to display all private events that have taken place. il
= Condition
Condition
Click the - * | button to create a new private event and notice. . !df i
Click the | 4 button to export the contents displayed in this table to the computer test
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.

Click the big [} ] button to remove all entries from the event table.

Click the small I button next to a specific entry to remove only that entry from the
event table.

2 records current page:1/1
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After clicking the ' o button, the following page will be available. On this page, we can configure the private SNMP event and notice settings that will be used to display
messages on the Private page, when that type of event has occurred on the network.

In the Event tab, the following parameters can be configured:

Parameter Description (92015-01-06 16:51 & Sign Outiadmin

Event To modify an existing private trap, select it in this section. D|C6ntm| —— .n. = 0
After selecting an existing trap, its parameters will il iancger =
. g g p ’ p X . Configuration System Monitor
automatically be entered in the Event Settings section for P TR R N ST
modification. To create a new trap, do not select any event in Association .
this section. e e |
- . . . anne
SNMP Version Select the SNMP version that will be used for this trap here. s = B
. Rogue AP StandardTrap SNMP Version @B
Options to choose from are SNMPv1 and SNMPv2c. When Sysiog 5 Privata =
modifying an existing trap, this field cannot be changed. EZ || ovr-essodeanenoston RIS '
Event Name Enter the event’'s name here. This name will be used to Mooy Syt Generic TRAP Types [Coldstar))  [o]
. . . . Monitor list DWP-2360bstationAs socMotify . .
identify the event in the table mentioned before. S siatus © Disable © Enatle
Generic TRAP Types Select the generic trap that will be used for this new e DWP-2360bwebLogoutSuccessiul oD |
trap here. Options to choose from are Coldstart(0), Standard DWP-236080¢FI0ad Descrption
Warmstart(1)’ LinkDoWn(z), LinkUp(3)’ Private DWP-2360bdisassociateAttack
. - . . B2 Conditi DWP-2360bdeauthenticateAttack
AuthenticationFailure(4), EgpNeighborLoss(5), and e e
EnterpriseSpecific(6). When modifying an existing trap, this e DWP-23608mamanyPoor
field cannot be changed. 5 Condiion List DWP-2360bcpuLoadingFull
. - = test . o
Status Select to Enable or Disable this specific trap here. S
oD Enter the Object Identifier (OID) number for this trap here. E;EZEE:W:LN;“FI
When modifying an eXiSting trap, thiS ﬁeld CannOt be DAP-2695deAuthentication Level @
changed. DAP-2695dfsFindinChannel =
T y T ‘ | New | Save | Delziz |
Description Enter the trap’s description here. SRt - -
Level Select the level for this trap here. Options to choose from are et i 2

Critical, Error, Warning, and Notice.

Click the New button create a new trap event.
Click the Save button to accept the changes made. Copyright©2014 D Link Corporation.
Click the Delete button to delete the selected trap.

Click the OK button to accept the changes made.
Click the Cancel button to discard the changes made and return to the main page.
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In the Notice tab, we can enable the notification feature when a private trap event was generated for a specific warning level.

The following parameters can be configured:

Parameter Description

@EU'IE{H—UE 1710 x Sign Out/admin

Warning Level Select the warning level here. Options to choose from are D‘Cﬁnm' — @ L7 .o.
ey . . WifiManager o
Critical, Error, Warning, and Notice. i Canfiguration System
Send E-Mail After the warning level was selected, select this option to [ [———
enable the email notification feature for the selected warning Assodiztion MI_\
IeVeI Security Notice
Recipient Enter the recipient’s email address here. e Mol e
Sender Enter the sender’s email address here. . L Recipient | |
Subject Enter the subject for the message here. ET || i Sender. | |
Message Type Select the message type here. Options to choose from are S T ploce Subject | |
. . Monitor list
Event Level, Event Date/Time, Device Target, and Event Ew = N— i PE——
Notice B ype Device target Event notice
emar nter the remark for this message here. standara
R k Enter th k for th h RAm
Private
E Condition
Click the Apply button to accept the changes made. L
B Condition List
Click the OK button to accept the changes made. fest
Click the Cancel button to discard the changes made and return to the main page.
ol
| o< | cancel |

Copyright®2014 D-Link Corporation.
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Condition Manager

After clicking on Monitor in the top panel and Event > Condition > Condition Manager in the left panel, the following page will be displayed. On this page we can view,
create and configure watch manager profiles.

Existing Condition Manager profiles are displayed in the table on this page.

Central i O
Click the button to create a new Condition Manager profile. D [aacser - "

Click the = icon to modify an existing Condition Manager profile. [EEEI onorE vent-Conaition wanager
Association

Click the [T icon to delete an existing Condition Manager profile. i

Channel NO.| Condition Name Creation date Creator Modify Delete

Rogue AP 1 test 2014-09-24 18:58:35 admin =] ]
Syslog
Monitor manager
Monitor list
= Type
Standard
Private
= Condition

Condition
Manager

B Condition List

test

Copyright©2014 D-Link Corporation.
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Create Condition

After clicking the KN button, the following page will be available. On this page we can create a new condition manager profile.

The following parameters can be configured:

Parameter Description (D 2015-01-06 17:16 & Sign Outiadmin
Name Enter the condition manager profile’s name here. D|Cﬁjn_;r_cn\,|‘ - @ Lo Ry o)
H . . IFiManager ;H
Event List To add an event to the event list, click on the Add button. To ] Contiadiat atn i
remove an event from the event list, select it and click on the Monitor=Event>Conaifion Manager >Create Walch
. " Delete bUtton N B B e MName Maximum number of characters allowed is 50
Device List To add a device to the device list, click on the Add button. To SR,
. M . . . Channel
remove a device from the device list, select it and click on the s TS
Delete button. sysi09
Monitor manager
Click the OK button to accept the changes made. Wonitor st
Click the Cancel button to discard the changes made and return to the main page. Do sl
Standard
Private
= Condition
Condition

= Condition List

test

Copyright©2014 D-Link Corporation.
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Create Condition

After clicking the Add button next to the Event List parameter, the following window

will appear. Central =
D‘ WifiManager @ QH o

. . . . Home Configuration System Monitor
In the All Event section, all available trap events will be displayed. . [rrre——
Association
. Mame Maximum number of characters allowed is 50
To use one or more of these events, select them and click on the >> button add them Securiy | |
to the Selected Event section. e T
. ogue
To remove one or more of the selected events from the Selected Events section, —
select them and click on the << button. Colastar z
Monitor manager E\{:ngfnd
. . LinkU|
Click the OK button to accept the selections made. - QL"mﬁﬁl.c;é.mfa.w =
. . . . ven| gpMeighborLoss
Click the Cancel button to discard the selections made and return to the previous & Type skt ot A A
page Standard Il_inkDuwn(SNl'v;Pvz)
LinkUp(SNMPv2)
Private AuthenticationFailure(SNMPv2Z)
B Condtion = ey
Condition DWP-2360bdeAuthentication
) DWP-23600alaionAsS0RNOth [ ok |
[l Condition List D{MP-zaﬁﬂhwlanlﬂ\nanwn
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Create Condition

After clicking the Add button next to the Device List parameter, the following window

will appear. Central @ =
D‘ WifiManager QH o
. . . . . . Home Configuration System Monitor
In the All Device section, all available access points in the network, managed by this = ;
. ) . . Monitor=Event=Condition Manager =Create Waich
application, will be displayed. Association
S Mame ‘ | Maximum number of characters allowed is 50
To use one or more of these devices, select them and click on the >> button add ;“A'P Eveml
- . ogue
them to the Selected Devices section. Systog
To remove one or more of the selected devices from the Selected Devices section, 192.168.0.205
select them and click on the << button. Honitor manager 1021550203
Monitor list 192.168.0.204 E
10.10.10.247
. ) Device [ 192168.0.206
Click the OK button to accept the selections made. Eipe ez 680207 =
Click the Cancel button to discard the selections made and return to the previous Stangard
a e Private
p g E Condition
Condition
[l Condition List
test

Copyright©2014 D-Link Corporation.
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Condition List

After creating watch manager profiles in the previous section, those profiles will be available for selection under the Condition List option in the left panel. In this example,
we created a Condition manager profile called WiFi-Link-Down that will generate events when an access point in this network’s wireless link goes down. After clicking on
Monitor in the top panel and Event > Condition > Condition List > WiFi-Link-Down in the left panel, the following page will be displayed. On this page we can view watch
list messages that were generated based on the watch manager profile’s settings.

To filter the messages displayed in this table, the following parameters can be
configured:

Parameter Description

(D 2015-01-06 17:47 R Sign Outradmin

Date Select the starting date by clicking in the first text box (€T — T = =
available and select the starting date from the option D | wirimanager :@i ,3U“ﬁjm§:fm S_ng il
available. Do the same for the ending date selection in the Report Honitor-Event
second text box. . - fas e Date]2015-01-06 20150106 |Eventievel{All [ |Node IP] Jkeyward] \@@
Event Level Select the event level from the drop-down list provided. ;W‘ ﬁ (@
Options to choose from are all, critic, error, warning, and - T -
notice Syslng. E |NO | Eventname Event type Level Date time Source Description Delete
Node IP Enter the node’s IP address here.
Keyword To display only entries that contain a certain keyword, enter MenteTenaRen
that keyword in this text box.
Click the 3] button to display only the entries based on the criteria entered. i TypeStandard
Click the (2] button to display all private events that have taken place. i :’i“"“e
Condition
Click the - **  button to create a new event and notice. S 7P
Click the | 4 button to export the contents displayed in this table to the computer EE i
accessing this interface. This export supports the following file formats; TXT, PDF
and Excel.

Click the big [} ] button to remove all entries from the event table.

Click the small I button next to a specific entry to remove only that entry from the
event table.

Copyright©2014 D-Link Corporation.
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Condition List

To create or configure standard SNMP event and notice settings, refer to “Standard” 2015-01-06 17:49 R Sign Outiadmin

on page 85. Central
pag DS ©

To create or configure private SNMP event and notice settings, refer to “Private” on N :
Home Configuration System

page 88 Report=Event=Event & notice settings

Association
Channel Event Event seftings
R AP = StandardT i
i s SNMP Version SNMP V1 ﬂ
Syslog ColdStart
Monitor manager LinkDown Generic TRAP Types [ColdStari(0) n
Monitor list LinkUp N .
— Status @ Disable © Enable
AuthenticationFailure
B Type EgpNeighborLoss oo |
Standard ColdStart(SNMPY2) Daseription
Private WarmStart(SNMPv2Z)
E Condition LinkDown({SNMPv2)
Condition LinkUp{SNMPv2)
Manager
AuthenticationFailure(SNMPv2)
B Condition List
EgpNeighborLoss(SNMPv2)
WiFi-Link-Down
Enterprisespecific
E Private
DWP-2360bdeAuthentication
DWP-2360bstationDisassocNotify Level [Crifical [+]
DWP-2360bstationAssocNotify
row
DWP-2360bwlanifLinkDown
DWP-2360bwebLogoutSuccessful P
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After clicking on About in the top panel, the following page will be displayed. On this page we can view the version number and copyright notice of the Central WifiManager
Server application.

Central : =
D| fUr}Fric!:Aqnmger @ 0“ 0

Home Cenfiguration System Monitor

Version 1.01 r0045
Copyright©2014 D-Link Corporation.
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Appendix A - Front Desk Staff & User Access

Front desk user accounts can be created to allow guests to use the wireless network for a limited amount of time. Normally, restricted wireless access is given to front desk
wireless users. In this section we’ll discuss how to create and use a front desk staff account and how generate guest pass codes.

To setup a front desk staff account, we need to enter the Central WifiManager (©2014-07-14 03:58 & Sign Outadmin
Server application with an administrative account. Navigate to System, in the top Central o 3
menu, and User Manager, in the left menu. D| WifiManager @ s i+

Home Cenfiguration System Monitor

System=User Manager
Click the [ © | button, to create a new user account. oMo

All Users(1) | Root Admin(1} | Root User(0) | Local Admin(0} | Local User(0) | Front Desk Staff(0) |

User List [TJ il

Privilege CreateDate Resume

admin Root Admin 2012-08-03 03:34:46 default user Er

1 total 1/1 Page

(D2015-01-06 1754 & Sign Outladmin

Central = =
D| UJlFlMQnoger ‘:’M 0 : o

After clicking the (O] button, the following page will be available. The following
parameters can be configured:

Parameter Description Gonfoltn vl MoniY oot
Username Enter the front desk staff account’s username here. it oo

Password Enter the front desk staff account’s password here. ‘

Privilege Select the Front Desk Staff option here. peemame: ! pamum endi: 64 characiers

E-mail Enter the front desk staff person’s email address here. Password il |

Description Enter additional information about this account here.

Privilege : ‘Rooladmin |z|

E-mail \ |
Click the OK button to create the new account. R0 =
Click the Reset button to clear out the information entered in the fields.

Maximum length: 50 characters

oK Resst Cancel
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After successfully adding the front desk staff account, it will be displayed in the user
manager table.

In the next step we need configure our guest wireless network to use pass codes
for user authentication. Navigate to Configuration, in the top menu, and select your
network, in the left menu. In our example, the guest network is located within the
Server-Room network, at the Headquarters site.

In this example, the guest network’s SSID is called SR-Guest. To enable pass code

user authentication for this SSID, click the £ button in the SR-Guest entry to modify
the SSID.

(©2014-07-14 10:11 & Sign Outiadmin

i3

System=User Manager

= I

Configuration

D Central .
| WifiManager

Setiings

System Monitor

User Manager
All Users(2) | Root Admin(1) | Root User(0} | Local Admin(0) | Local User(0) | Front Desk Staff(1) |

User List 0 J "
UserName Privilege CreateDate Resume Action
admin Root Admin 2012-08-03 03:34:46 default user
Additional resume information placed oay
L] front Front Desk Staff 2014-07-14 10:09:11 + E m
ere
2 total 1/1 Page

1)

o

D Central
| WifiManager

Configuration=Site=Headguarters=Server-Room=SSID

Monitor

Home Configuration

System

= Headguarers &

El Server- L]
Room Index 551D Band Security Access control User authentication Modify Delete
S5ID Primary SR-WiFi 24CGHz Open System Disable Disable E E
VLAN s3ID1 SR-Guest 24GHz Open System Disable Disable = (]
Bandwidth
optimization

RF optimization
Device sefting

Uploading
configuration

Firmware upgrade

Undefined AP
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After clicking the E button, the following page will be available. Here we can modify

Central .
the parameters of the SSID called SR-Guest. DI WikiManager 0
Monitor About
In the User Authentication section, select Passcode as the Authentication Type Site Ele e )
and click the Save button to accept the changes made. & Hesdgquarters & gz
B Server @ o Access control
Room
s = User authentication
e putberceston  [Paseooe [
Bandwidth i
optimization Session timeout{1~1440) © minute{s}
RF optimization IP filter settings.

Do sty | s N
T e e—
‘configuration m

RF optimization

Device setting IF' sddress mm.
Uploading

configuration

RF optimization
Device setting

Uploading
configuration

RF optimization

Passcode list

Device satti

e e ey e e T
Uploading
‘configuration
RF optimization
Device setting

Uploading

After successfully modifying the SSID to use pass codes for user authentication, the (D2012-07-14 1022 & Sign Gutiadmin
User Authentication entry column should display Passcode for the SR-Guest entry. C o = =
ry play ry D| entra ﬁ“ o 0

WiFiManager

Configuration System Monitor

Site

[E Headquarters &

d

= Sefver- e
Hoor Index s8I0 Band Security Access Control User Authentication Modity | Delete

SSID 3
Primary SR-WiFi 2 4GHz WPA-Personal Remote Radius E m

VLAN
SSID1 SR-Guest 2 4GHz Open System Passcode E
Bandwidih
Optimization
Captive portal
RF Optimization

Device setling

Uploading
Configuration

Firmware Upgrade

Undefined AP
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Access points in the network, will not know about these new changes until the 05-08 17:25 & Sign Outadmin
configuration of the relevant access points have been updated. To manually update D|Centrol — @ O= '0' 0
the configuration of the relevant access points, navigate to Configuration, in the top aacger . é“ :
. . . . . Home Configuration System Monitor
menu, and your network link in the left menu. The network in this example is Server- o T i o Foor Wilonirg e puhon
ROOm B Msacemi e r Schedule settings
Select the Upload Configuration option in the left menu. In the Schedule Settings ssiD S
section, select the Run option and click the Complete button. VLAN s ir o
Bandwidth 0150505 Time:[13[~ ][50 [~]-{43[]
optimization - A .
Day:. |Mon Tue Wed |_|Thu Fri Sat |_|Sun
RF optimization
Device setting
i 28 o
Firmware upgrade on: Eﬂ
Next run time: NIA
Status: Complete
Result
Progress:
The configuration will now be uploaded to the relevant access points as displayed in 2015-05-08 1725 & Sign Outiadmin
the Run Status section. Central
D| WifiManager a - 0

System Monitor

Site Configuration=Site=Headquarters=Server-Room=Uploading configuration

E Headquarters &

Schedule settings

B Server- @ @Run
Room
asiD © Specify week
VLAN @ Specify day
Bandwidth 05 | mime:[13]=]:[50[~]:[43]

optimization = :
Day: [|Mon Tue Wed [ |Thu []Fri Sat [ |Sun

RF optimization

Device setting Complete

Uploading

configuration G,
Firmware upgrade Offion: Ed
Next run time: NIA
Status: Complete
Result Update multi config 33

TN —
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After the configuration file was uploaded to the access points, the Status option in

the Run Status section should show Complete. D|Centrol - @ o= -t:!-
WifiManager H
Configuration System Monitor
Site Configuration=Site>Headquarters=Server-Room=Uploading configuration
CHEIEAEE Schedule settings
= Senver- @ Run
Room
s8I0 ) Specify week
VLAN & Specify day
Bandwidih Date: 75 0508 Time:[17[~]

optimization . : .
Day: [_|Mon [ Tue [ |Wed Thu []Fri []Sat [ ]Sun

RF optimization

Device setting

Uploading

configuration Run status
Firmware upgrade Clien m
Next run time TMIA
Status: Complete
Result: Complete(Some devices faill
Progress

(O 20140714 11:41 & Sign Cutiadmin

Next we need to add the new front desk staff user account to the site’s network

member list. Navigate to the Configuration, in the top menu, and select the relevant D|Centrc1l — @ H$= Q_
site in the left menu. In this example our site’s name is Headquarters. WifiManager ™ ek =
Configuration System Monitor
X X X . Site Configuration=Site=Headquarters
All networks will be displayed in the Network List table. In this example, our network &1 Headguarlers © [TJ
is called Server-Room. Click the & button next to the entry, to modify this network. o Network List
Network Name Admin Member Creator Creal Date Modify | Delete | Export
Server-Room admin admin 2014-07-01 1223:01 B O B
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(©2014-07-14 11:42 & Sign Outiadmin

After clicking the E button, the following page will be available. The front desk staff

. . . . . . =
user account will now be available and can be add to this network by selecting it and D|Cﬁ_j“i;'ic&"umgm Eﬂ o)
clicking on the >> button to move the account over to the Selected column. Configuration System Monitor
Site Configuration=Site=Create Site
Click the OK button to accept the changes made. F— S sssites | i e s 50
front ~ N
W W

(D2014-07-1411:42 & Sign Oui/admin

Click the OK button to accept the changes made.
D|Cer!tr.ol -

After this, upload the configuration files to the access points in the network again. RiiMaaager e il e

Refer to the steps discussed earlier on how to do this. s r— ' '

Headquariers &

setane

Headquarters ‘ Max char number is 50

Site Member % Admin Member Selected
front ~ -
front
>
v v
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Now we can log out of the administrative account, and log back in with our front desk

staff account. D-Lilll( :

Building Networks for People

Enter the front desk staff account’s username and password in the spaces provided

and click the Login button to enter the front desk staff account. Laguage - [English [=]

Central WifiManager

Username :

. :
APTCHA gy,g@, 2] Login

Password :
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After successfully logged in, using the front desk staff account, the following page will be available. On this page we can generate a pass code for front desk users.

The following parameters can be configured:

Parameter Description

5 18:04 x Sign Outfrontdesk

SSID The network SSID will be displayed that front desk user can D|Cen_tr_cxl R——
use to temporarily access the wireless network using the [iaccager
pass code that will be generated here. S TR R P
Security Key A pass code can be manually entered here. Leave this field e e oecoe setinge
blank to allow the system to generate a random pass code. SEIEEHERG, || [2ee[]M24c 50
Select the Display Security Key option to display the letter i :N‘fw‘““’“""e s T
typed into this field. Security key [ |FDspiaysecury key
Pass Code Quantity Enter the amount of pass codes that will be generated here. Passcode quanliy ]
Normally we'll only generate one pass code. Duration T
Duration Enter the duration for this wireless connection here. This S T
value must be in hours. User i ]
Last Active Day Select the last active date that this code can be used here.
Device Limit Enter the device limit value here. This is the maximum

amount of active users that can use this pass code.

Click the Generate button to generate the new pass code.
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After clicking on the View/Edit/Delete option in the left menu, we can view the list
of pass codes that was generated. Also the Duration Remaining and Status fields D|Centrol

are displayed here, that are useful for front desk staff to monitor active and passive WiFiManager
ConneCtlons D-Link_HQ Frontdesk=D-Link_HQ=PP=View
= PP
H E H H H H Generate passcode =
CI!ck the - .|con to modify an e.)(ls.tlng entry. sy B \—}m
Click the & icon to delete an existing entry. P St
M | Passcode SsID Duration | User limit Last active day Creator Status Edit Delete
Test remaining
Pass codes can now be given to front desk users by front desk staff. [l ses9r967 GOtoCWM24 10houts) 5 150120 motaave  fomeese @ 5 LN
[l 68656522 GOto CWM24 10 hour(s) 5 15-01-30 not active frontdesk @ =4 (]
. . . [l 25176003 GOtoCWM24 10hours) 5 15-01-30 o frontdesk @ E (]
To generate new codes, front desk staff simply login to the Central WifiManager B e erese = s S T N Sl &
Server application, using the front desk staff user account details, enter the relevant [ 2316008 Gotocwm2e Tohouts) 5 150130 notactve | ok @ | B B
ticket (pass code) information and click on the Generate button to get a code and g SR ERE L e Eeiel Y fpopidcek g : 4
give the code to the front desk user. Based on the Duration time specified, the ticket 2D R s IO & iy hag s !
. . 5 [ 55182153 GOto CWM24 10 hour(s) 5 15-01-30 not active frontdesk e E m
will expire and the entry can be removed. [[] 54681108 GOtoCWM24 10Dhour(s) & 15-01-30 notactve  frontdesk @ =4 (i)
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Front desk users simply connect to the wireless network available and when trying _
to connect to the network or Internet, using their Web browser, users will be asked to D-Link

enter the pass code.
After entering the correct code, supplied by front desk staff, front desk users can
connect to the network or Internet for the duration of the ticket.
Company Logo
Passcode || Submit |
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Appendix B - How to customize Captive Portal Login Page

There are three styling options provided for customizing the look and feel of the captive portal login page. Please follow instructions below for a successful customization of
the login page.

Each styling option represents different Ul style; customization for any option is done by editing its web page source files. Below is a quick overview for files that can be
edited as they vary for each styling option:

e Pages_default: Provides options to customize the text and images shown on the login page

* Pages_license: Provides options to customize the text and images shown on the login page, including the ability to place your own logo image.

e Pages_headerpic: Provides options to customize the text and images shown on the login page, including the ability to place your own logo image and a header image
at the top of the page.

Image is customized by replacing the existing image files. Text is customized by editing the “text.js” file.

Obtaining the source files

You can obtain the source file by going to the “SSID” page under the “Configuration” D CODETO] el 'C" = 0
menu. | WifiManager —
« . Ly . Configuratic Syst Monitor
In “Splash page customization”, select the style from the drop-down menu and click - L s — ystem
on “Download Template” to download its source file. = z |
- ::\D ‘ Passcode list
i passcode [ssD___Jouration ___Juseriimit_Lastactve day ____[ouration remaining __[creator __Jstatus ||
. Bandwidth
You should see the downloaded source file with the same name as the one from the Sl
drop-down menu. The file will be compressed with the extension of “.tar” (eg. Pages_ RF optimization
default.tar). Please use a file compression tool such as 7zip or winrar to decompress Ee‘“'“’d?"“'”g
. . . ploading
the file. The source files should then be located in an extracted folder. confguration
Firmware upgrade

Web redirection []
[Wehsite [ntip_~]] |

~Splash page cusiom

Choose template] [pages_default Preview Delete the StVIeIIDawnLuadTemDIate |

| N
Enable white list (]

Upload white list file ‘ || Browse... ‘
O e S T
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Contents and illustrations of each styling source files

Pages_default: bg.png, login_box.png, login_login.png, text.js

* Please make sure to use png image files and remain using the same file names
for your customization.

* Please make sure UTF-8 encoding for texts entered in the text.js file.
Passcode

— login_login

Logging in indictaes you have read and accepted the licenselse Policy

Secure internet portal

Pages_license: bg.png, bott.png, logo.png, text.js

This iz license,

* Please make sure to use png image files and remain using the same
file names for your customization.

* Please make sure UTF-8 encoding for texts entered in the text.js file.

Authentication for 8SID: undefinad
Please enter your username and password or passcode to continue

ﬂbortlp,]g

Passcode

[ F—beem
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Pages_headerpic: bg.png, bg_top.png, bott.png, logo.png, text.js

* Please make sure to use png image files and remain using the same
file names for your customization.

* Please make sure UTF-8 encoding for texts entered in the text.js file.

\bgftop.png

Secure internet portdl

Login in far secure internet access

Editing texts in the text.js file

Open the text.js with text editor software. Locate the following parameters in the file and change their values to after the “=" to customize texts shown in the login page:

var username="Username”;

var password="Password”;

var login="Login”;

var license_notice="Logging in indicates you have read and accepted the license”;
var license_link="Use Policy”;

Page 110



D-Link Central WifiManager Software User Manual Appendix B - How to customize Captive Portal Login Page

Uploading the source file after customization

After you are done editing the extracted source files, you would need to compress the files back to a “.tar” file before uploading it back the CWM.

Below is an example to compress the files using 7zip:

tkingsjerry. ALPHA-D4800039E \Desktoplpage_sample

1.Select all the extracted source files and right-click. From the drop-down menu, = Size | Type Date Modified
« s « — 7 1KE PNG Image 2/15(2015 3:35 PM
- >>
select "7-Zip Add to archive 6KE  HTML Document 2/15(2015 3:35 PM
-3 1KE Text Document 2/15/2015 3:55 PM
4KB  PNG Image 2/15/2015 3:35 PM
- VR DNE Tmage 2/15/2015 2:38 PM
P’_e"“""‘ ing Style sh...  2/15{2015 3:33 PM
Edt ocument 2/15/2015 3:38 FM
Print Seript File 2/15/2015 3:38 FM
7-Zip Add to archive..,
CRC SHA 3 Compress and email. ..
[ Edit with Motepad++ Add to "page_sample. 72"
* Cpen Wikh 3 Compress to "page_sample, 72" and email
) Add ko "page_sample, zip"
ﬁgTDrtD'SESVN r Compress to "page_sample.zip" and email
2.In the dialog, select “tar” as the archive format from the drop-down menu shown SR = ®
. « » .. . e C\DcUMEnts and GetingshAdtinishator\ T page_sample
below and click “OK” to finish. (*Please make sure the compressed file does not e = 3

exceed 448KB. Exceeding the size limit will result in a failed upload) (et | e—

Pathmode Fielalive pathnames ~

Options

Compression level
Compression method

Ditionary size:
[] Compress shared fles

Word size [ Delete files sfter compression

Solid Block size )
Encryption

Memory usags for Decompressing: 118 | ‘

Nurnber of CPU Hreads: /4

Memery usage far Compressing: M8

5plt ta volumss, bytes

[ v

Parameters:

NTFS
[ Store symbolic links:
[ Stare hard links

[ oK H Cancel ][ Help
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Configuration=Site>5S=NN=SSID

3.In the CWM web management Ul, go to “Configuration” >> “SSID”. Under “Splash
page customization”, click “Upload login file”. A dialog should be displayed to allow
. . . “« 5 . oose File to Uploa
you to add a new style profile. Enter a desired name and click “Browse”, this should SR [ ook [ :
. . . DOF, I page_sample
open another dialog which allows you to locate the source file for upload. mw @ Biooes
index.html
My Recent %‘h(asnaixt
. Documents B‘ng?huxlpng
Upload login file @ =) ngugin.p
Deskty .
sy e T e
Upload login file: _— \’} [Bret s
| “ My Documents
Web redirection [ My%uter
Website : |hm: | ‘ | .
|Splash page customizabon I g
Choose template: [Nt assigned [ ] clete the| M-"'Prl“';';“sn'k File niame: page_sample.tar

Files of type: Al Files 7]

Enable white list (]

4.After uploading the source file successfully, the new style should be available from NGO
the drop-down menu, which you can select and finish configuration for captive Onooseste: _|paoe_sample B [EEE (TR Detete the stie Download Template
portal login page customization. Enable white list[] Style1

Style2

MAC address: Style3
Upload white list file: || Browse... | Upload
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